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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

JANE DOE NO. 1, a minor child, by her
parent and next friend MARY ROE, JANE
DOE NO. 2, and JANE DOE NO. 3, a minor
child, by her parents and next friends SAM

Plaintiffs, SECOND AMENDED COMPLAINT

V.
BACKPAGE.COM, LLC, CAMARILLO
HOLDINGS, LLC (f/k/a VILLAGE VOICE
MEDIA HOLDINGS, LLC), and NEW
TIMES MEDIA, LLC,

Defendants.
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INTRODUCTION

1. This is an action for damages and injunctive relief against the owners and
operators of the website Backpage.com (the “Backpage Defendants”). The Backpage Defendants
have purposefully designed Backpage.com to facilitate and broker illegal commercial sex
transactions. Through their website, the Backpage Defendants knowingly transmit the vast
majority of Internet advertisements for illegal commercial sex in the United States, including
advertisements involving child sex trafficking victims.

2. Over a period of years, the Backpage Defendants have implemented and perfected
a business model that profits substantially from aiding and participating with pimps and
traffickers in the sexual exploitation of children, in violation of federal and state anti-trafficking
statutes. In addition, the Backpage Defendants have sustained their business model through a

series of unfair and deceptive practices that have deceived law enforcement and nonprofit
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advocacy organizations, protected the anonymity of pimps and traffickers, increased the perceived
advantages of using the website among pimps and traffickers, and expanded the market for
advertisements for illegal sex with children.

3. The three plaintiffs were repeatedly forced as minors to engage in illegal
commercial sex transactions in Massachusetts. As a direct and proximate result of their
participation in the illegal sex trafficking of the plaintiffs, as set forth more fully below, the
Backpage Defendants caused the plaintiffs to be repeatedly purchased and raped by customers
who found the plaintiffs by utilizing Backpage.com’s commercial sex brokering service. There
are numerous other children who have been similarly injured by the actions of the Backpage
Defendants.

4. The Backpage Defendants knowingly participated in and benefitted financially
from the unlawful sexual exploitation suffered by the plaintiffs. Specifically, in exchange for
assisting in the crafting, placement, and promotion of illegal advertisements offering the plaintiffs
for sale that would attract potential customers yet escape detection by law enforcement, the
Backpage Defendants solicited and accepted money from the pimps who illegally recruited,
manipulated, enticed, and coerced the plaintiffs into engaging in commercial sex acts.

5. The Backpage Defendants have knowingly and intentionally designed
Backpage.com in a manner that results in all or nearly all illegal sex advertisements being posted
in the “Escorts” section. In addition to knowing that all or nearly all of the advertisements posted
in the “Escorts” section involve illegal offers of sex for money, the Backpage Defendants know
that a significant percentage of the advertisements on the “Escorts” section of their website
(perhaps 10 percent or more) involve minors between ages 12 and 17, who are illegally trafficked

through Backpage.com.
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6. The Backpage Defendants believe that the availability of children on their website
enhances the perceived advantages of the website in the eyes of many potential pimps and
traffickers, which thereby allows the Backpage Defendants to reap greater profits from their
business venture. Accordingly, while the Backpage Defendants recognize that some media and
law enforcement scrutiny is a natural part of their business, they also understand that the
elimination of child sex trafficking on their website would be detrimental to the success of their
business model.

7. Through their concerted efforts to ingratiate themselves with and obtain the trust
of pimps and traffickers, the Backpage Defendants are now the dominant players in the illegal
online sex market. Previously, however, the Backpage Defendants had been a distant second in
that market to Craigslist.com. The Backpage Defendants undertook to replace Craigslist as the
market leader in or about 2010, when Craigslist.com eliminated its online “Adult Services”
section in response to withering public criticism of its participation in the exploitation of children.

8. As they initiated their effort to become the dominant player in the market, the
Backpage Defendants concluded that the most significant obstacle to achieving their goal would
be sustained media and law enforcement attention to their own role in the sex trafficking of
children. In order to minimize and overcome this obstacle, the Backpage Defendants launched a
concerted campaign to cast themselves as a new breed of website operator dedicated to the
protection of children. In the process, they have made various false and misleading
representations to law enforcement agencies, non-profit advocacy and service organizations, the
media, and parents that they are dedicated to reducing the utilization of the website for the sex
trafficking of children, that they actively detect and report any advertisement which they suspect

involves a child, and that they are evaluating and intend to adopt both routine and advanced
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methods and technologies to substantially improve their ability to accomplish this goal. These
misrepresentations resulted, just as the Backpage Defendants intended, in a critical reduction of
law enforcement and media scrutiny of their business activities, including their involvement in
illicit advertisement involving child sex trafficking victims.

9. Having achieved their goal of minimizing law enforcement and media scrutiny,
the Backpage Defendants knowingly and intentionally (i) refined their website to increase the
incidence and profitability of advertisements reflecting and encouraging the exploitation of
children; (ii) took various steps to sustain the impression among pimps, traffickers and customers
that Backpage.com is a safe and effective vehicle for transactions involving young girls and boys,
including actions to minimize the risk of detection by law enforcement; (iii) implemented various
enhancements to their website to increase its effectiveness for pimps and traffickers; (iv)
sustained the perception of support for law enforcement efforts by selectively reporting certain
advertisements that the Backpage Defendants know are unlikely to involve child trafficking
victims, solely for the purpose of increasing the total number of reports; and (v) declined to
investigate or adopt analytic measures, some routine and some developed by expert academic and
technology organizations, and available at little or no cost that would enable the Backpage
Defendants to reliably detect advertisements involving exploited children and identify the pimps
and traffickers behind those advertisements.

10. The consequence of these various actions by the Backpage Defendants has been
to dramatically increase the revenues and market share of Backpage.com, increase the market
demand for illegal sex with children, increase the number of child sex trafficking victims that are
advertised for sale on Backpage.com, increase the number of times each particular victim is raped

or otherwise sexually exploited, and impede law enforcement’s ability to find and recover
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victims. These actions have caused enormous injury to each of the plaintiffs, as well as to
numerous other children, while generating immense profits for the Backpage Defendants.

11. The plaintiffs make claims for violations of the Trafficking Victims Protection
Reauthorization Act of 2008, 18 U.S.C. 8§88 1591, 1595 (“TVPRA”), and the Massachusetts Anti-
Human Trafficking and Victim Protection Act of 2010, M.G.L. c. 265, 8§ 50 et seq. (“TVPA”),
both of which include provisions that specifically respond to the child sex trafficking epidemic
and that allow victims to pursue a private action against individuals and entities, like the
Backpage Defendants, that participate in and benefit from unlawful commercial sex ventures.

12. In addition, the plaintiffs each make claims for unauthorized use for advertising
purposes of photographic images in violation of Massachusetts General Laws, c. 214, § 3A.
Claims also are made by one of the plaintiffs for unauthorized use for advertising purposes of
photographic images in violation of Rhode Island Statutes § 9-1-28.1; and by another plaintiff for
infringement of her protected interest in certain photographs in violation of the Copyright Act, 17
U.S.C. § 101 et seq.

13. Finally, the plaintiffs make claims under M.G.L. c. 93A, § 9 for injury resulting
from unfair and deceptive acts and practices by the Backpage Defendants in the design and
operation of a business model that (i) promotes, encourages, supports, and profits from the
systematic sexual abuse of children, and (ii) seeks to lull and inhibit law enforcement authorities
with false representations and promises that Backpage.com utilizes robust methods to eliminate
and report unlawful and exploitative behavior.

14, The Backpage Defendants have openly structured their business on the
assumption that, because their unlawful and deceptive business model utilizes the Internet, they

are immune from any liability for their conduct under the Communications Decency Act of 1996,
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47 U.S.C, 8 230. To the contrary, however, Section 230(c)(1) is wholly inapplicable here
because, inter alia, it is the Backpage Defendants’ own course of egregious conduct in violation
of the federal TVPRA and Massachusetts TVPA that forms the basis of plaintiffs’ claims.
Moreover, Section 230(c)(2) is also unavailable to shield the Backpage Defendants because any
measures purportedly adopted to limit the exploitation of children on the website have not been
undertaken with the “good faith” that is expressly required under Section 230. Finally, the
plaintiffs’ claims in Counts 1V and V fall outside of the Communications Decency Act under
Section 230(e)(2) concerning intellectual property claims.

PARTIES

15. Mary Roe is the parent of plaintiff Jane Doe No. 1, a minor who is currently 17
years old. Jane Doe No. 1 was between the ages of 15 and 16 when she was sold for sex in
Massachusetts and Rhode Island through the Backpage.com website. Mary Roe is a resident of
Rhode Island, and Jane Doe No. 1 currently resides at a treatment facility in Massachusetts.

16. Plaintiff Jane Doe No. 2, who is currently 20 years old, was between the ages of
15 and 17 when she was sold for sex in Massachusetts through the Backpage.com website. She
currently resides in Massachusetts.

17. Sam Loe and Sara Loe are parents of plaintiff Jane Doe No. 3, a minor who is
currently 16 years old. Jane Doe No. 3 was 15 years old when she was sold for sex in
Massachusetts through the Backpage.com website. Sam Loe, Sara Loe, and Jane Doe No. 3 all
currently reside in Massachusetts.

18. Defendant Backpage.com, LLC is a Delaware limited liability company that does

business as Backpage.com and owns, operates, designs, and controls the website Backpage.com.
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At all times material hereto, defendant Backpage.com, LLC transacted business in Massachusetts
through its Backpage.com website.

19. Defendant Camarillo Holding, LLC, formerly known as Village Voice Media
Holdings, LLC, is a Delaware limited liability company that does business as “Backpage.com”
and owns, operates, designs, and controls the website Backpage.com. At all times material
hereto, Village Voice Media Holdings transacted business in Massachusetts through its subsidiary
Backpage, LLC.

20. New Times Media, LLC is a Delaware limited liability company that at relevant
times did business as “Backpage.com” and was a participant in owning, operating, designing, and
controlling the website Backpage.com.

JURISDICTION AND VENUE

21. This Court has jurisdiction pursuant to 28 U.S.C. 88 1331, § 1338(a), and § 1367,
as well as § 1332 (with an amount in controversy which exceeds $75,000).
22. Venue is proper in this district pursuant to 28 U.S.C. § 1391 and § 1400(a).

FACTS COMMON TO ALL COUNTS

A Backpage.com Is the Largest Purveyor of Online Prostitution and Child Sex
Trafficking in the United States

23. Backpage.com takes its name from the infamous “Back Page” of the Village
Voice newspaper, a printed circular whose back pages were known to contain classified ads for
commercial sex. Indeed, until 2012, the Village VVoice owned the Village Voice newspaper.

24, Over the past decade or more, marketing for prostitution services has migrated to
the Internet, as website operators have sought to enable buyers and sellers of sex to maintain their

anonymity and minimize the risk of detection by law enforcement.
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25. Backpage.com now accounts for 80 percent or more of online commercial sex
advertising in the United States, involving thousands of advertisements daily in each of 394
separate geographic areas in the country. The Backpage Defendants understand, and indeed they
have admitted from time to time, that “prostitution advertisements regularly appear on the
[website].” In fact, at least one judge has concluded that it is reasonable to infer that the
Backpage Defendants know their website is used primarily for prostitution and knowingly
contribute to the success of these advertisements for the pimps and traffickers.

26. It is estimated that as many as 100,000 children or more are being trafficked for
sex annually in the United States, with the average age of first exploitation only 12-13 years old,
and the vast majority of these children are sold through the Internet.

27. The vast majority of the children sexually exploited on the Internet are advertised
on Backpage.com. Though the Backpage Defendants publicly dispute the frequency with which
those advertisements involve children, they concede there are numerous instances in which
advertisements for minors have appeared on the website. Moreover, various studies known to the
Backpage Defendants estimate that perhaps 10 percent of the advertisements on Backage.com
feature children who are being sold for sex. While no precise figures are available, a significant
portion of the adult women who are offered for sale on Backpage.com, particularly those between
18 and 21 years of age, were first trafficked as children on either Backpage.com or other websites.

28. Punishing and deterring child sex trafficking has become a significant priority for
law enforcement in recent years. Nevertheless, law enforcement’s resources are scarce, and those
resources have been spent predominantly on (a) prosecuting the pimps and traffickers who are
most directly responsible for conscripting children into sex slavery, and (b) prosecuting the

customers and would-be customers of child sex trafficking victims. As a result, the Backpage
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Defendants have, to this point, managed to conceal their internal business records from judicial
scrutiny, which has allowed the Backpage Defendants to perpetuate the false impression that they
are assisting law enforcement’s efforts to eradicate child sex trafficking.

B. The Backpage Defendants Knowingly Pursued a Scheme to Portray Their
Website as a Leader in the Effort to Combat Online Child Sex Trafficking

29. In 2010, as noted above, in response to sustained public attention and withering
criticism directed at the Craigslist website operation, Craigslist shut down its Adult Services
categories and stopped hosting so-called “escort” ads. Thereafter, anticipating an opportunity to
capitalize on this development, Backpage.com initiated a concerted effort to minimize public
scrutiny of its own business while it undertook to expand its market share to become the dominant
presence in the commercial sex trafficking business. The Backpage Defendants concluded that
sustained public attention by law enforcement, media, and nonprofit organizations to the sexual
exploitation of children on the Internet was the most significant obstacle to the achievement of
their business objective. At the same time, the Backpage Defendants understood that their
revenues would be negatively affected by adopting and implementing restrictions and other
readily available measures that would reduce the number of exploited children being advertised
for sex on Backpage.com. More importantly, the Backpage Defendants understood that such
measures would affect a more critical element of their business model: the perception among
potential customers for illegal commercial sex that they can find underage targets on
Backpage.com.

30. Accordingly, the Backpage Defendants developed a plan to minimize the
attention devoted to its activities by the public and by law enforcement agencies, particularly

concerning children. This plan protected the ability of traffickers to advertise underage girls for



Case 1:14-cv-13870-RGS Document 22 Filed 12/29/14 Page 10 of 49

sale, and helped to burnish Backpage.com’s reputation among human traffickers as a “safe” and
favorable place to advertise sex trafficking victims, including children.

31. The Backpage Defendants were aware that the development of the Internet as the
primary marketplace for illegal commercial sex had caused law enforcement agencies to focus
more attention on online commercial sex activities. Given the overwhelming volume of
commercial sex trafficking, and the limited resources available to law enforcement agencies, it is
well known in the commercial sex community that law enforcement agencies principally target
their efforts on identifying underage sex trafficking victims. Thus, the Backpage Defendants
undertook to forge seemingly cooperative relationships with many law enforcement agencies and
to convey the impression that they are (i) actively and successfully engaged in efforts to identify
and report child sex trafficking victims and (ii) otherwise “partnering” with law enforcement to
minimize the risk of exploitation of children on the website. As part of this fagade, the Backpage
Defendants regularly assert to the media that they are actively engaged in efforts to stop human
trafficking through Backpage.com. Indeed, the Backpage Defendants regularly characterize
themselves as the “sheriff” of the Internet and helping to defeat the “scourge” of online child sex
trafficking.

32. In furtherance of this scheme to achieve and sustain a dominant market share in
the commercial sex market, the Backpage Defendants initiated numerous interactions with state
and federal law enforcement agencies beginning in or about 2010. In the course of these various
communications, the Backpage Defendants provided assurances to these agencies that they would
be vigilant in attempting to detect unlawful trafficking of minors through various means, improve
and increase the volume of reporting of suspicious advertisements, and would be a model for

cooperation with law enforcement efforts.

10
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33. Contrary to these representations, the Backpage Defendants intended only to
engage in the most superficial efforts to work with these agencies, and only to the extent
necessary to divert the attention of these agencies from the growing market share and business
success of Backpage.com. To provide these efforts with an appearance of credibility, and as a
point of departure from their prior record, the Backpage Defendants hired their first in-house
general counsel. She previously had served as a partner at a law firm representing Craiglist.com
until its dramatic effort to distance itself from the online sex business. The Backpage Defendants
utilized her as the “public face” of their communications concerning various supposed initiatives
to combat sex trafficking of children.

34. Among other specific steps taken in furtherance of this scheme by the Backpage
Defendants, were the following:

Q) The Backpage Defendants initiated a series of meetings with the National
Center of Missing & Exploited Children (“NCMEC?”), the leading nonprofit organization
in the United States working with law enforcement, families and the professionals who
serve them on issues related to missing and sexually exploited children. In those
meetings, the Backpage Defendants represented that they were actively engaged in efforts
to evaluate and adopt both routine and advanced technologies to detect underage sex
trafficking, and that they were evaluating certain “best practices” identified by NCMEC
to prevent the sexual victimization of children. On the basis of these various
representations, the Backpage Defendants induced NCMEC to make public statements
supportive of Backpage.com.

(i) Eventually, however, after several years and multiple meetings and

numerous other communications, it became clear that the Backpage Defendants did not

11
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intend to adopt these readily available technologies or other practices, that they had
rejected the adoption of “best practices” to minimize child sex trafficking, and that their
communications with NCMEC were simply an effort to create a diversion as
Backpage.com solidified its market position.

(iii))  While abandoning compliance with their own representations to NCMEC,
the Backpage Defendants developed and publicly touted a so-called monitoring program
which supposedly assured that every proposed advertisement was reviewed by a
“trained” moderator before being posted on the website; in fact, however, the program
review appears to be merely superficial, designed only to produce a record of referrals to
NCMEC and various law enforcement agencies to which Backpage.com can point as
evidence of its purported efforts to eliminate child exploitation. While the Backpage
Defendants have repeatedly touted the high volume of their referrals to NCMEC, the
referrals received from Backpage moderators are not well correlated to the actual
exploitation of children that occurs through Backpage.com. As such, these referrals have
produced relatively few instances of actual identification and/or rescue of exploited
children.

(iv)  To complete their effort to secure the support of various law enforcement
agencies, the Backpage Defendants took various steps internally to enhance their
compliance with subpoenas and other information requests from law enforcement
agencies as a “low cost” means to induce these agencies to view Backpage.com as a
useful, even necessary, partner in the efforts of resource strapped agencies. Consistent
with the impression they wished to convey to law enforcement and the media, the

Backpage Defendants also developed internal policies governing the removal of

12
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advertisements. These policies provided the fagade of concern with child sex trafficking,
but the Backpage Defendants knew and desired that the policies would be ineffective in
actually eradicating child sex trafficking on Backpage.com. For example, if a third party
provides the Backpage Defendants with evidence that an advertisement in a particular
city involves a child, the Backpage Defendants will consider removing the advertisement
in that city and reporting the advertisement to NCMEC. However, the Backpage
Defendants take no steps to remove or report other advertisements for the same child,
including even identical advertisements that are posted in other geographical regions;
they do not identify or report other advertisements that are linked to the reported
advertisement; and they do not identify or report advertisements involving the same
phone number, web address, or other identifying information indicative of trafficking of
that child or other children. Indeed, the Backpage Defendants do not even consistently
remove advertisements when parents report their minor children are pictured in the
advertisements.

35. The Backpage Defendants have been made aware on numerous occasions that

both routine and advanced analytic techniques, including computer algorithms, all of which are

available at little or no cost, can detect with reasonable accuracy whether an advertisement for

sexual services involves a child, whether a child is being advertised in multiple cities, or whether

the same trafficker is advertising multiple children. Yet, contrary to their representations to

NCMEC and law enforcement agencies, the Backpage Defendants have deliberately chosen not to

utilize these tools or to consider any alternative methods to identify, report, and reduce instances

of child sex trafficking that occur through Backpage.com. The Backpage Defendants have

eschewed these readily-available technologies not for a legitimate business reason, but rather

13
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because they do not want to unduly compromise their ability to reap profits from the numerous
child trafficking ventures that depend upon Backpage.com. Ironically, the Backpage Defendants
have adopted other technologies, such as the acceptance of Bitcoin as a form of payment, that
increase the prevalence (and thus profitability) of child sex trafficking on Backpage.com.

36. As a result of these various unfair and deceitful efforts, the Backpage Defendants
succeeded in securing the general support of various social service and law enforcement agencies.
Most importantly, they succeeded in achieving their goal to become the dominant player in the
online commercial sex trade business. Indeed, Defendant Camarillo Holdings, LLC has sold its
ownership interests in the Village Voice newspaper (as well as other print publications) to
concentrate exclusively on the online commercial sex business.

37. Annual profits for Backpage.com were estimated by experts in 2010, at about the
time that Craigslist closed its “Adult Entertainment” section, at $22 million from advertisements
placed in just 23 of 394 markets in which Backpage.com operates in the United States. Since
then, Backpage.com has increased its revenues and profits dramatically in those same markets (as
well as the numerous other markets in which it operates), increased its total market share from
little more than 20 percent to more than 80 percent, and increased the overall size of the market.
As a result, experts are confident that the number of children trafficked on the Internet, and on
Backpage.com specifically, has grown steadily since the commencement by the Backpage
Defendants of their scheme to dominate the online illegal sex business.

C. Backpage.com Provides a Brokering Service that Successfully Matches
Buyers and Sellers of Commercial Sex

38. The Backpage Defendants designed their website from the outset to maximize the
perception among pimps and traffickers that their website is the most advantageous venue for the

online advertising of illegal commercial sex. More recently, and as set forth more fully below,

14
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Backpage has secured the dominant market share of the unlawful commercial sex industry by
developing a brokering service that promotes, supports, and contributes to the occurrence of
commercial sex transactions. To organize its website to achieve its purposes, Backpage.com
includes an advertisement category conspicuously labeled “Adult Entertainment.” Within the
“Adult Entertainment” category are a number of subcategories, one of which is labeled “Escorts.”
The Backpage Defendants have subdivided the “Adult Entertainment” category into multiple
subcategories in a deliberate effort to help customers distinguish between those advertisements
that involve legal adult services (such as erotic dancers) from those that involve illegal

commercial sex (including commercial sex involving exploited children).

bﬂﬂhpﬂgﬂ boston, ma

backpsge com > post ad = adult enterainment

Lopin to your account
Choose a Category

m gdult jobs

m body rubs

m domination & fetish

m sscors

m male escors

m phone & websites

m strippers & strip clubs

m transsexual escorts

Login | Affiliates | Promote | Contact | Help | Privacy | Terms | Safety | & 2014 backpage.com

Although Backpage.com allows individuals to post free classified advertisements for lawful
consumer products such as used bicycles and furniture, the focus of its business always has been
the unlawful commercial sex industry, and advertisements in the “Adult Entertainment” category
are the only ones for which the Backpage Defendants charge a fee.
39. The Backpage Defendants know that customers understand that the “Escorts”
subcategory is where they will find offers of sex in exchange for money. In fact, as the Backpage

15



Case 1:14-cv-13870-RGS Document 22 Filed 12/29/14 Page 16 of 49

Defendants have conceded, the “Escorts” subcategory was created for the purpose of organizing
advertisements for illegal commercial sex in a single location, thus making it easier for customers
seeking to pay for sex to find those services on Backpage.com. This, in turn, increases the
frequency and speed of responses to the advertisements by individuals seeking to pay for
commercial sex, which allows the Backpage Defendants to keep and grow its commercial sex

advertising revenue. A typical screen for the Boston Escort subcategory is shown below.*

[ backpage =IO

backpage com = Doston adult entemainmeant = DOSION e5Com:

All | Boston | Cape Cod | South Coast | Springfield | Worcester

All Boston | Boston/Camb/Brook | Metre West | North Shore | Morthwesthemimack | South Shore
keyword escorts i m
brief | gallery
Thu. Oct. 16
LaTiiNa Mammii S E XY ExOTiC TaTT0eSz - PreTTyFaCes - 21 (Dorchester Incalls Onily)

LASiAN DOLL { { Foendly Asian sweetheart Sally Momning Sexy massage experience 1) - 22 (Methuen / Salem NH)

Blonde with CUBRNMES and excellent TALENTS! Euphoria’s too Sexy with these heels onl Available MOWI - 28 (incall off route 1N

Morthshorne )

EaRly Bird Breakfi@sT - 21 (Framingham}

Moming Games - 23 D (wakefieid inn calis)

= =l ur BEST Morming CHOICE__I= =gnNEW LINE UP = =l SECRET DIARY - 19 (Fenway—
INCALLS gents only)
¥ Top Notch Service W% NEW BLOMNDE--—-- 2 Girls Available 20099 call now - 21 (ncalsiFENWAY)

SlAN PECIALS AN BROP Il .3 e HOT AslaM HoT BIOn: - 21 (YOUR FLACE

OR HOTEL (Incalls))

Moluptuous  open minded, mixed and thick looking to make your acquaintance - 21 (Cutcalls only bostan anea)

textinftalkin n maybe hangowt - wdm - 25 (everywhere)

w1005 SPECIALN I COME TO YOUI 1008 special Outcalls onby 1212 = 21 (GUTCALLS ONLYII
40. Moreover, the Backpage Defendants monitor this category and remove

advertisements from the website that would undermine its effectiveness as a marketplace for
pimps and traffickers. For example, when non-profit support and advocacy organizations post
advertisements advising victims of sex trafficking (who often are forced by pimps and traffickers
to post their own advertisements on the website) that support services are available to protect and

assist them, the Backpage Defendants promptly remove the advertisement from the “Escorts”

! Phone numbers are obscured in this Complaint for privacy reasons.
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category. Similarly, the Backpage Defendants also have knowingly and intentionally removed
advertisements placed by law enforcement agencies engaged in “sting” operations which, if
successful in achieving the goal of identifying pimps and traffickers, would decrease the
effectiveness of the website as a market for illegal commercial sex.

41. Furthermore, Backpage.com separates the advertisements into 394 geographic
categories or markets in the United States so that users can locate prostitutes and sex trafficking
victims within their region. By routing these advertisements in its “Adult Entertainment”
category into the appropriate category and geographic region, Backpage.com increases the
likelihood of buyers and sellers connecting for illegal transactions. In addition, as described more
fully below in paragraphs 52 — 59, the Backpage Defendants provide various inducements,
guidance, and communications support to pimps and traffickers to maximize the prospect of
illegal sex transactions being completed as a result of the placement of advertisements on their

website. Sample screen shots showing some of the geographic markets are shown below.

Massachusetts

bﬂﬂhpﬂgﬂ boston, ma

backpage com = post ad * adult enterainment i
Login to your account

Choose a location that best fits your ad.
m Bosicn
m Cape Cod
m South Coast

m Springfield

m Worcester

Login | Affiliates | Promote | Contact | Help | Privacy | Terms | Safety | & 2014 backpage com
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bachpage boston, ma

bsckpsge com * post ad = adult entertainment .
Login to your account

Choose a location that best fits your ad.

m Boston/Camb/Brook

m Metro West
m Morh Shore

n MorhwestMerrimack

m South Shors

Login | Affiligtes | Promote | Contact | Help | Privacy | Terms | Safety | & 2014 backpage co
ogin | Affiliab note | | Pri | ms | Safety | & 2014 back m

42. The geographic designations provided by Backpage also assist sellers by
providing multiple markets in which to sell sex. Instead of victims being forced to walk up and
down a street corner, i.e., a “track,” in search of customers, Backpage enables sellers to post
advertisements in multiple cities and regions, allowing them to maximize profitability by
traveling to the location with the highest amount of Backpage generated interest in their services.
By enabling sellers to post advertisements in multiple cities, Backpage also assists their efforts to
evade detection by law enforcement by moving frequently from location to location.

43. The “Escorts” subcategory is extremely lucrative for the Backpage Defendants.
While advertisers of goods or services unrelated to adult services are permitted to post
advertisements without charge, Backpage.com charges a fee in its “Adult Entertainment”
category. The current charge to place an advertisement in the “Escorts” section is $12.00 in most
geographic areas, including Boston and the surrounding metropolitan region, as shown in the
screen below, though Backpage.com charges up to $17.00 per advertisement in some areas of

New York City.
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Postings in this category are $12.00

Backpage.com also offers to repost advertisements for an additional charge. Four reposts cost
$48.00, eight reposts cost $96.00, twelve reposts cost $144.00, and twenty-six reposts cost
$288.00.

44, In addition, as described below in paragraphs 60 - 70, the Backpage Defendants
also generate revenue, and enhance the effectiveness of the website for pimps and traffickers,
through so-called Sponsored Ads and through its Affiliate Program, each of which involve an
even closer “partnering” between Backpage.com and the pimps and traffickers.

D. The Backpage.com Business Model Depends Substantially On Its Success In
Minimizing the Scrutiny of Traffickers By Law Enforcement Agencies

45, While the Backpage Defendants pursued their efforts to achieve the support of
law enforcement agencies and other organizations, they understood that the success of their
business model depended on the perceived advantages the website presents to pimps and
traffickers seeking to avoid detection by law enforcement. With that understanding in mind, the
Backpage Defendants maintained an active effort by various means to assist traffickers to avoid
detection.

46. For example, and of critical importance, Backpage.com does not require
advertisers to provide any identifying information for the poster or the subject of the
advertisement to post an advertisement in its “Escorts” section.

47. In addition, Backpage.com does not require the use of a registered credit card
when posting advertisements to the “Escorts” section. Instead, Backpage.com allows users to pay
for advertisements using prepaid credit cards that need not be linked to a name, address, or any

other identifying information. This makes it more difficult to track these transactions, and allows
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users to maintain anonymity and evade law enforcement. Moreover, as noted above, the
Backpage Defendants now accept Bitcoin as payment. Bitcoin is a digital currency that permits
transactions to be completed without a bank. Backpage.com is the first adult website in the
country to accept Bitcoin. The Backpage Defendants accept Bitcoin because they know that such
payments are largely untraceable and therefore attractive to traffickers and other predators.
Backpage.com also offers a 10 percent discount for those paying by Bitcoin, which reduces the

price of an escort advertisement in Boston from $12 to $10.80.

Payment

The price of your ad is $12.00

» Enter New Credit Card

¥ @& Bitcoin - Save 10%

Price: $10.80
Bitcoin Litecoin Dogecoin
| Submit | | Submit | | Submit |
48. Backpage.com also does not require any age verification to post an advertisement

in the “Escorts” section. While a poster must enter his or her age as part of the advertisement
drafting interface prior to paying for and posting an advertisement in the “Escorts” section, if the
poster enters an age under 18, he or she receives a message that reads: “Oops! Sorry, the ad
poster must be over 18 years of age.” Then, no matter how many times the poster has entered an
age under 18 along with other information necessary to complete the advertisement, the poster has
the option to then enter an age above 18, but to otherwise use the same information entered

previously, without being blocked from completing the advertisement.
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Wge boston, ma free classifieds

backpage com * post 3d = adult entertainment * escors )
Login to wour account

Step 2: Preview Ad

Step 1: Write Ad J Step 2: Preview Ad

Dops!

Fomy, the ad pester must be over 12 years of age.

Postings in this category are 512.00

Title: Uze capitalz sparingly.)
Ad Tittle

Description [Bod | [Italic | [ Underiine |

Ad Description E

Your Age:
12

49. Backpage.com does not require phone number verification and allows posters to
include phone numbers in obscured forms that include letters and numbers rather than strictly
numeric characters (e.g., “twoOZ13fourFive678niNe” rather than “201-345-6789”). In contrast,
they do require a numerical phone number from posters placing advertisements in the Pets section.
Additionally, the Backpage Defendants do not search for phone numbers in response to law
enforcement requests in any format other than strictly numeric), notwithstanding that technology
exists that would easily allow the Backpage Defendants to search for phone numbers that are
written in an obscured form. The use of obscured phone numbers is well understood as a signal to

prospective customers that the individual in the advertisement is being sold for sex.

xOxO**34 7three four.nine.0820 OUTCALLS & INCALLSN

50. Similarly, Backpage.com does not require email verification from individuals

seeking to post an advertisement in the “Escorts” section. Where an advertiser discloses an email
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address, Backpage.com offers to “hide” the advertiser’s email address and then offers a menu of
options to the advertiser to facilitate and manage communications with the customer responding
to the advertisement and seeking to purchase sex, including:

M Backpage.com forwards, upon request, any email inquiries from a
prospective customer to the pimps and traffickers who place the advertisements.

(i) Backpage.com sends, upon request, auto-reply messages to email inquiries
from persons interested in purchasing commercial sex, and then allows the pimp or
trafficker to create a response without complying with the website’s posting guidelines,
even if the message includes terms such as “sex” and “little girl.”

(i)  Backpage.com servers host and maintain a database of email
conversations between the pimps or traffickers and the customers without regard to the
content of the messages.

51. The Backpage Defendants also assist traffickers by making it difficult, indeed
nearly impossible, to track the photographs that are posted to accompany the advertisements
posted on the website. Photographs are “uploaded” by traffickers embedded with so-called
“metadata” consisting of identifying information that typically reflects the date, time, geo-
location, and other critical identifying information regarding the photograph. The Backpage
Defendants deliberately adjusted their server software, at additional expense, to delete the
metadata on each uploaded photo so that law enforcement cannot track the photo, or otherwise
determine whether photos bearing the same metadata are posted elsewhere on Backpage.com.
Incredibly, the Backpage Defendants publicly represent that they are engaged in active efforts to

adopt “hashing” technology to enable them to compare photo images to detect repeat efforts to

22



Case 1:14-cv-13870-RGS Document 22 Filed 12/29/14 Page 23 of 49

advertise children, although they have taken no action and do not intend to take any action
consistent with those representations.

E. The Backpage Defendants Have Adopted Tools That Are Specifically
Intended to, and Do, Assist Advertisers in Crafting Child Sex
Advertisements That Will Attract Potential Customers Yet Evade Law
Enforcement Detection

52. As Backpage.com refined its business model, it also developed various means that
assist advertisers in posting advertisements for illegal commercial sex, though the Backpage
Defendants assert that these measures are merely efforts to restrict or minimize the extent of child
exploitation on their website.

53. When posting an advertisement in the “Escorts” section on Backpage.com, the
user must draft an advertisement on Backpage.com’s posting interface. The interface, as shown
below, requires that the advertiser or “poster” first provide a title; the age of the poster; a
description, i.e., the text of the advertisement; and the poster’s email address. Backpage.com then

offers the poster the option of entering a location and contact information, and the opportunity to

upload images (and more recently video) to include with the advertisement.
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backpage

bsckpsge com > post ad > adult enterainment > escors

Step 1: Write Ad requirea ficias

Step 1: Write Ad

Postings in this category are $12.00

Title: yu=e capitalz sparingly:)

Description Boid | [(#aic | [ Undedine |

Your Age:

Location:

Your email address
Emsil Address

Confirmn Emnail Address

Email Inquiries For contscts from resgers
% Hide nmy email address and forward email inquiries to me.
' | do not want to receive any email inquiries. (Include contact info in ad when using this option.}

Display options
@ “ves, show links to my other postings in the sdult entertasinment section.
! Mo, do NOT show finks to my other postings.

Add Video e

Max length is 30 sec or 15mb.

(Browse.._ ]
Upload Images
mages must be in jpg. gif. or png format
[ Browse... |
54. At this point, Backpage.com screens the draft advertisement for certain non-

permitted words and phrases using an “automated filtering” system. Examples of non-permitted
terms include: “barely legal,” “high school,” “innocent,” “sex,” “blow job,” *“hand job,”
“schoolgirl,” “teen” or “teenage.” Yet, Backpage permits the phrases “perfect gum drop nipple,”
“huge boobs,” and “no panties.”

55. If the poster attempts to include any of these non-permitted terms, he or she
receives this message: “Oops! The term “ __ ’ is forbidden in this category.” However,
Backpage.com does not block the poster from continuing after he or she attempts to include a
non-permitted term, no matter what the import of the non-permitted term or how many times the
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poster has attempted to use non-permitted terms. Rather, Backpage.com allows the poster to

delete or alter the offending term and once again elect to “Continue.”

Oops! Oops!
The term "innocent” is forbidden in this category "Barelv leaal" is a forbidden term in this category.
56. Despite creating the appearance that it prohibits certain transactions,

Backpage.com allows a poster to include close synonyms and misspellings of the non-permitted
terms after receiving the advisory “Oops!” message. For example, rather than “teenage” or

“schoolgirl,” the poster may include the terms “girl,” “young,” “underage,” or “fresh.” Similarly,
while a poster may not include “barely legal” or “high school,” which are known to be code

words for underage, Backpage.com permits “brly legal” (as shown below) and “high schl.”

Step 2: Preview Ad

Step 1: Write Ad Step 2: Preview Ad
Flease review your ad below and then press "Place Ad Now" to continue or "Edit Ad" to edit your ad.

Section: adult entertainment
Category: escorts
Location: boston
Ad Price: $12.00

Brly Legal! - 18

Posted: Sunday, October 12, 2014 8:49 AM

Reply: click here

Call me x0-20-2000.

Your Age: 18
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57. By flagging certain terms for posters and allowing the posters to adjust those
terms and continue posting their advertisements, Backpage.com attempts to essentially coach
individuals about how to advertise the sale of sexual services and the exploitation of underage sex
trafficking victims without including terms that will most likely trigger detection by law
enforcement. Two examples of the previews screens of advertisements that were placed after
proceeding through the “filtering” system are shown below.?

F .

Cooooocooooc 100% YOUNG ASIAN = SeXxY BaBies NEWIN TOWN  ©oc HOTCCCCC - - 22 (quiney)
CCC Are you ready to have the time of your life with a HOT AND SWEET Asian Girl? we have beautiful face and a “out of the world” body to
go along with. amazing and sweet personality! we promise you that you'll...

Looking for a good time ;) holla at me - 20 (02122)

Young Hispanic female with long hair and loves to have fun...

58. In keeping with their efforts to deflect public attention by law enforcement and
social service agencies, the Backpage Defendants claim that this “automated filtering” service
helps to combat the underage sex trafficking occurring on Backpage.com. In reality, however, the
Backpage Defendants have designed this filtering tool to support the deceitful assertion that they
are attempting to fight underage sex trafficking, while at the same time increasing their market
share by brokering successful commercial sex transactions, including those for sex with underage
trafficking victims. In fact, the Backpage Defendants deliberately and intentionally seek to help
traffickers successfully advertise and sell underage victims for sex without detection.

59. By successfully facilitating the marketing, transportation, and sale of underage
victims for sex with minimal detection by law enforcement, the Backpage Defendants increase the

number of commercial sex transactions each underage victim is subject to on any given day. This

% The faces of the girls advertised, as they appeared on Backpage.com, have been obscured in this Complaint to
protect their privacy.
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scheme helps traffickers increase their profits gained from the sale of underage victims for sex. In
turn, this ensures traffickers’ repeated use of Backpage.com for commercial sex brokering
services, all to the financial benefit of the Backpage Defendants. At the same time, it increases
the number of times that underage victims marketed on Backpage.com (including Jane Doe No. 1,
No. 2, and No. 3) are raped by customers.

F. The Design of Backpage.com Has Been Enhanced Repeatedly to Increase the
VVolume of Traffic on the Site

60. The Backpage Defendants continuously revise the design of their site, and over
time several features have been added which are intended to improve the overall effectiveness of
advertisements connecting buyers and sellers of commercial underage sex.

61. Among these features, Backpage.com displays so-called “Sponsored Ads” in the
“Escorts” section in a banner on the right hand side of every page of that section. An advertiser
on Backpage.com may pay to convert his or her advertisement into a “Sponsored Ad” for up to
fifty-two weeks at a cost of $16.45 per week. The advantageous placement and repetition of
sponsored advertisement substantially increases the likely frequency of responses by prospective

customers.

Upgr'ades {rninimum purchas= is 30.89)

Auto Repost Ad
Mowe your ad fo the top of the listings every: | { daw EI after | 4:00 E'
Mumber of times: [ 4 times for [=]

Sponsor Ad

ouwr ad will appesr highlighted with thumbnazils on the right side of the escoris category.

Mumber of weeks: [1 week (516.45) [+]

or select & discounted package:
4 weeks for 540.35 (25%)
12 weeks for $132.28 (329)

Promo Code

m By placing this ad | agree to the terms of use and privacy policy.

Login | Affilistes | Promote | Contact | Help | Privacy | Terms | Safety | & 2014 backpage com
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62. Sponsored Ads on the right hand side of the page include thumbnails of images
attached to the advertisement (if the poster attached images), excerpted text from the full
advertisement selected by Backpage.com, and a summary of the advertised individual’s location
and/or availability.

63. In contrast, regular, non-sponsored advertisements are listed in the order they are
posted to the “Escorts” section using only the title of the advertisement. Customers must click on
the title as it appears on Backpage.com to read the text of the non-sponsored advertisement
whereas Backpage.com’s excerpt of the text of a Sponsored Ad appears in the Sponsored Ad
column on the right of every “Escorts” page.

64. The Sponsored Ads that appear on the right side of the page do not include all of
the text as originally written by the poster. Instead, in creating the Sponsored Ad, Backpage.com
selects certain portions of the text for inclusion, excludes other portions, and sometimes elects to
summarize some parts of the text. Below is an example; the first screen shot includes a sponsored
advertisement on the right hand side and the second image is the full advertisement that appears

when the sponsored advertisement is clicked.

*hHOT SEXY *&Fun
*-*-*-* Fit For A KING Fit For You *~*~*-* . 22 (incals in Revera) Brunette kxPRETTY FACE
*kMice Body dGREAT
Redheaded VixXen (857 1) DOWNTOWN BOSTON - 22 (DOWNTOWN %’iﬁf&.‘?”ﬂ
BOSTON FAANGEL
i Hil'm A EL a stunning confident
MNew Young Sweet Mix outcall for You - 21 (Boston, Cambridge, North Shore out) saxy brunette with a_.. INCALL
BOSTON-DEDHAM & OUTCALL
- A . £ ANYWHERE
BLOMDE Playmate s« Lol o W W You're Wildest FANTASY 11 %+ Downtown -
Boston 857 = 22 (In-call onty—-Downtown BOSTON) /r’rt.- I
hMalavsian College Cutie (375 incall special) - 23 (Your place or ming)

® The phone number in this Sponsored Ad is obscured in the Complaint for privacy reasons. Also, in the full
advertisement, the visible nudity is obscured.
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| **kHOT SEXY **Fun Brunette x*xPRETTY FACE *%Nice Body x*GREAT
PERSONALITY % %603. **xANGEL - 21
Posted: Sunday, October 12, 2014 %06 PM

Reply: clck here

Hi M'm ANGEL a stunning confident sexy
brunette with a big juicy booty that will hane you
nnning back for more

I'm all natural & | have soft srooth skin, nice
perky breast & a perfectly toned juscy booty that
maskoes me the ey of manry women|

| am very talented, attentive & freaky. If you'ne
looking for the perfect companion; than Nm your
CRLY ehowce

S MY PICS ARE RECENT & REAL

* NO TEXTEMAIL or BLOCK CALL

* NO Graphic or Explicit Talk

ANGEL

BO3.

Setous inquires Ont

Poster's age: 21

= Locabon: BostonCambBrook, INCALL
BOSTON-DEDHAM & OUTCALL
ANYWHERE

= Porst 10 20150154 bosion

Email this ad

65. In a Sponsored Ad, Backpage.com generally includes information regarding
whether the individual advertised for sex is able to travel to the location of the customer, i.e.
whether she will do an “out-call,” or whether she is “in-call” only. Backpage.com often itself
creates and inserts that text in the Sponsored Ad link to draw attention to the advertised person’s
availability.

66. Backpage.com does not always randomize the placement of Sponsored Ad links
within the Sponsored Ad space on the right hand side of the “Escorts” section pages. Indeed
Backpage.com sometimes chooses some Sponsored Ads for higher, and thus more lucrative,
placement than others.

67. By choosing to include textual excerpts and availability descriptions that are most
likely to attract customers seeking sex in exchange for money without highlighting blatantly
illegal conduct, the Backpage Defendants ensure the success of the more profitable Sponsored

Ads while avoiding interference from law enforcement, particularly where the subject of the
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advertisement is an underage sex trafficking victim. The success of Sponsored Ads in
Backpage.com’s “Escorts” section entices advertisers to purchase more Sponsored Ads, thus
increasing the profits of the Backpage Defendants from the illegal sex trade, including the
trafficking of underage victims for sex.

68. In an additional effort to improve the attractiveness of the website to advertisers,
Backpage.com permits pimps and traffickers to provide links to other well-known sex trafficking
sites on its website. Some of these linked sites, like MyRedBook.com,* TheEroticReview.com,
Eccie.net, and others are designed to solicit reviews from customers concerning the
“performance” of the individuals (including minors) who are advertised on Backpage.com. These
links further cement Backpage.com’s role as the Internet hub of commercial sex transactions.

69. The Backpage Defendants also have a robust so-called “affiliate program” that
has allowed them to identify buyers of sex and direct them to the website. Backpage.com
affiliates earn commissions for referring others to advertise on the website. When a link to
Backpage.com is clicked from an affiliated site, the associated affiliate ID of the referrer is
recorded. If that user clicks on the Backpage.com assisted link and signs up for paid advertising
service upgrades, the referrer earns commissions paid by the Backpage Defendants.

70. Affiliates earn commissions from the Backpage Defendants by placing
advertisements on their websites to direct traffic to Backpage.com. Examples of these
advertisements are text ads with dropdown menus, banner ads, buttons and widgets. These
options provide the affiliate with multiple ways to direct potential advertisers to Backpage.com

and maximize their own earnings.

% In June, 2014, the U.S. Department of Justice indicted the operators of MyRedBook.com in the Central District of
California for, inter alia, facilitating prostitution and money laundering, effectively shutting down the Internet site.
See DOJ press release http://www.justice.gov/opa/pr/california-operators-myredbookcom-website-arrested-
facilitating-prostitution-and-money
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G. Backpage.com Provided a Brokering Service that Resulted in the Repeated
Victimization of Jane Doe No. 1

71. Jane Doe No. 1 was trafficked and sold by pimps — utilizing the brokering
services offered by Backpage.com — to men across Massachusetts and Rhode Island who raped
her in exchange for payment. Jane Doe No. 1 estimates that she was raped over 1000 times over
the course of one and a half years.

72. Jane Doe No. 1 was first trafficked on Backpage.com in February of 2012, when
she was 15 years of age, after running away from home. She was told that Backpage.com was the
best website on which to be sold because ads on Backpage.com would generate more customer
responses than other websites and that traffickers were unlikely to be apprehended by law
enforcement if they used Backpage.com rather than other websites. Jane Doe No. 1 was also told
that selling on Backpage.com “was like selling a car.”

73. In March 2013, after leaving home once again, Jane Doe No. 1 was again
trafficked on Backpage.com. From early June 2013 to September 10, 2013 she was trafficked on
Backpage.com every single day. During this time, Backpage.com facilitated an average of 10-12
sex transactions per day with Jane Doe No. 1.

74. Jane Doe No. 1’s pimp required her to post on Backpage.com because they could
“avoid getting caught” by using that site, instead of other websites available online. He also told
her that Backpage.com would “make him the most money” and “was the most popular with
customers.” Jane Doe No. 1 was only trafficked on Backpage.com.

75. The pimp often instructed Jane Doe No. 1 to post advertisements of herself in the
“Escorts” section of Backpage.com as directed by the website. Every advertisement on

Backpage.com for Jane Doe No. 1 included the label “Escorts,” which Backpage.com added to
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the advertisement. The term *“Escort” is known to be a signal that the individual in the
advertisement is being offered for sex in exchange for money.

76. “Escorts” as it is used on Backpage.com is understood among pimps, prostitutes,
sex traffickers, sex trafficking victims, and individuals seeking to purchase sex to indicate not
legal escort services, but the illegal sale of sex in exchange for money, including prostitution and
child sex trafficking.

77. Thus, Backpage.com’s addition of the “Escorts” label to advertisements for Jane
Doe No. 1 made users aware that she was for sale. This increased her vulnerability to men
preying on trafficked girls and increased the number of times that Jane Doe No. 1 was raped.

78. At the direction of her pimp, Jane Doe No. 1 always used a pre-paid mobile phone
to post advertisements on Backpage.com, and she provided the same pre-paid mobile phone
number for customers to contact her. Also as directed by her pimp, Jane used this mobile phone
only for taking customer calls and for placing ads on Backpage.com.

79. Men seeking to purchase sex responded to the advertisements for Jane Doe No. 1
on Backpage.com by calling this pre-paid mobile phone and arranging to have sex with her in
exchange for money. Typically, within five minutes of posting an advertisement on
Backpage.com, interested customers would begin to call Jane Doe No. 1.

80. Jane’s Doe No. 1’s pimp also required her to simultaneously post multiple
advertisements on Backpage.com in multiple cities. That way, Jane understood that her pimp
could use the multi-city functionality of Backpage.com to gauge the volume of responses and
determine where to traffic Jane Doe No. 1 for maximum profitability. By posting multiple ads in
multiple cities, her pimp was able to maximize the number of customers willing to purchase sex

with her at any given time. Backpage.com’s multi-city functionality further enabled Jane Doe
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No. 1’s pimp to evade law enforcement by moving frequently. Jane Doe No. 1’s pimp moved her
from city to city usually every one or two days.

81. Jane Doe No. 1 was trafficked in Boston, Cambridge, Dorchester, Mattapan,
Malden, Dedham, Worcester, Northborough, Marlborough and Quincy, Massachusetts. She was
also trafficked in Warwick, Woonsocket, North Providence and South Providence, Rhode Island.
She typically remained in any one location for no more than a day or two at a time before moving
on to another city or town.

82. The pimp required Jane Doe No. 1 to “repost” or “refresh” her ads a few times per
day. This would involve posting an ad again so it would show at the top of the page when new
customers visited the “Escorts” section. Jane Doe No. 1 posted around three ads per day to
maximize exposure to customers and maximize her pimp’s profits.

83. In order to avoid detection by law enforcement, the pimp required Jane Doe No. 1
to use a prepaid credit card, to use the well understood appropriate terminology such as “roses” to
refer to money, not to list an email address, to never list a specific location, and never to show
identifiable scars, tattoos or piercings in the photos displayed on Backpage.com.

84. In order to take advantage of the features of Backpage.com that would minimize
the risk of detection, the advertisements for Jane Doe No. 1 would obscure her telephone number
by using letters and symbols in addition to numbers. Jane understood from her pimp that
Backpage.com had a search capability that could detect identical phone numbers for law
enforcement agencies, but that Backpage.com limited its searches only to purely numeric
expressions of a number (e.g., 012-345-6789). Thus, it was understood that Backpage.com would

not track a phone number that was obscured by using an alternative format. An obscured phone
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number on Backpage.com is also well understood by pimps, traffickers, trafficking victims, and
customers to signal to customers that Jane No. 1 was being sold for sex.

85. On several occasions, Jane Doe No. 1 attempted to put her actual age into
Backpage.com and received the “Oops!” message described above in paragraph 48. At her
pimp’s direction, she then lied about her age by entering an age over 18, and she then proceeded
to post the advertisement. Jane Doe No. 1 was told by her pimp that this was one of the “best
parts” of Backpage.com: that if an attempt to post an advertisement suggested to Backpage.com
that you were being sold for underage sex, Backpage.com would ask the poster to correct the ad
to post a false age but then allow the posting to go forward.

86. At the time that he trafficked Jane Doe No. 1, her pimp understood that if he
attempted to include certain terms, such as “sex,” “teenage,” or “schoolgirl,” in his advertisement,
Backpage.com would flag those terms prior to the final submission of his advertisement and ask

him to change those terms. Thus, the advertisements typically would avoid certain terms such as

[1] e AN 11

sex,” “money,” and “teenaged” to successfully post the ads. To achieve the same end, however,

the Pimp understood that he could include words, phrases, and symbols such as “young,” “girl,”

b N 11

“fresh,” “tiny,” “roses,” and “party” to indicate that an underage girl was being sold for sex. In
addition, to further take advantage of known features of Backpage.com that minimize detection,
the advertisements for Jane Doe No. 1 were posted without a valid address and paid for using a
prepaid debit card that was not linked to a name or address. Jane understood that prepaid Visa
cards should be used to pay for the Backpage.com ads because they are “untraceable” and cannot
be tracked by law enforcement.

87. In addition to the text portion of the advertisement, the advertisements offering

Jane Doe No. 1 for sale would always include at least several photographs of her. The
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photographs of Jane Doe No. 1 were generally taken by her pimps or traffickers and uploaded
from various Massachusetts locations, as well as various Rhode Island locations. The
photographs would omit or obscure Jane Doe No 1’s face but show her back, shoulders, legs,
buttocks and/or breasts. On at least one occasion, the photographs included certain tattoos which
were unique to Jane Doe. No. 1. Jane Doe No. 1 lacked the legal capacity to consent to the
commercial use of the photographs and, in any event, did not purport to provide any such consent,
either personally or through her parent or a legal guardian.

88. During the time her traffickers advertised Jane Doe No. 1 for sex on
Backpage.com, she estimates that she was sold and raped 10-12 times per day, on average, by
men responding to the advertisements. On some days, Jane Doe No. 1 was raped as many as 15
times.

89. Between June and September 2013, Jane Doe No. 1 was raped approximately
1000 times, as the result of approximately three hundred advertisements placed on Backpage.com.
During this period, Backpage.com gained significant revenue and profit from the victimization of
Jane Doe No.1.

H. Backpage.com Provided a Brokering Service that Resulted in the Repeated
Victimization of Jane Doe No. 2

90. Jane Doe No. 2 was trafficked and sold by a pimp - utilizing the brokering
services offered by Backpage.com — to men across Massachusetts who raped her in exchange for
payment. Between 2010 and September 2012, Jane Doe No. 2 was raped over 900 times as a
direct result of the advertisements placed on Backpage.com.

91. Jane Doe No. 2 was trafficked on Backpage during various periods of time
between 2010 until 2012. Jane Doe No. 2 was first trafficked on Backpage.com in or around June

2010, when she was 15 years old, after leaving a residential program where she was then residing.
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92. Jane Doe No. 2 was told by her pimp that Backpage.com was “fast,” which she
understood to mean that it easily and quickly connected sellers and buyers of sex.

93. Jane Doe No. 2 was posted exclusively on Backpage.com by either a pimp or an
older female who worked closely with him in sex trafficking on Backpage.com (also known as his
“bottom”). During this time, they sold two additional girls on Backpage.com.

94. When Jane Doe No. 2 was under the control of the pimp, either he or the bottom
posted advertisements for Jane Doe No. 2 on Backpage.com an average of 6 times per day. As a
result of those advertisements, Jane Doe No. 2 was sold, through Backpage.com’s brokering
services, to between 5 and 15 customers per day, seven days a week.

95. The advertisements posted on Backpage.com offering Jane Doe No. 2 for sale
would include one or more photographs. The photographs of Jane Doe No. 2 that were included
with the advertisements were taken of Jane Doe No. 2 by her traffickers and uploaded from
various locations in Massachusetts to Backpage.com. These photographs would invariably omit
or obscure her face but displayed her shoulders, legs, buttocks and/or breasts. Jane Doe No. 2
lacked the legal capacity to consent to the commercial use of the photographs and, in any event,
did not purport to provide any such consent, either personally or through a parent or legal
guardian.

96. To further avoid detection of illegal activity and recovery by law enforcement of
the victims in their stable, the pimp or the bottom either used credit cards that did not belong to
them or pre-paid credit cards that they purchased at local convenience stores to pay the fee
charged by Backpage.com to post the advertisements.

97. Jane Doe No. 2 was given a pre-paid mobile phone to answer customer calls. She

would start to receive calls on the phone as quickly as 10 minutes after she was posted on
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Backpage.com. Customers would begin their conversations with Jane Doe No. 2 by telling her
that they had seen her advertisement on Backpage.com. Generally, they would proceed to inquire
about her location, whether she would travel to them, and the price she was charging.

98. Jane Doe No. 2 was trafficked in Boston, Saugus, Cambridge, and Somerville,
Massachusetts. Jane Doe No. 2’s pimp would typically keep his group of girls in one location for
one to seven days, depending on how secure he felt at a particular location, before moving to a
new location, where Jane Doe No. 2 would be raped again by those who had seen and responded
to her Backpage.com advertisements.

99. During the time she was sold for sex on Backpage.com, Jane Doe No. 2 was sold
and raped numerous times by men responding to the Backpage.com advertisements. During this
period, Backpage.com gained significant revenue and profit from the victimization of Jane Doe
No. 2.

l. Backpage.com Provided a Brokering Service that Resulted in the
Victimization of Jane Doe No. 3

100. Jane Doe No. 3 was trafficked and sold by a pimp and at least one of his
associates — utilizing the brokering services offered by Backpage.com — and raped in
Massachusetts in exchange for payment.

101.  In December 2013, Sam and Sara Loe dropped Jane Doe No. 3 at her friend’s
house. While at her friend’s home, Jane Doe No. 3 was picked up by a man and a woman whom
she had met through a friend. At an apartment located in Boston where Jane Doe No. 3 was
taken, the traffickers drafted and posted an advertisement on Backpage.com using a pre-paid,
anonymous debit card to pay for the advertisement. The traffickers continued to post additional
similar advertisements for Jane Doe No. 3. Each subsequent advertisement contained a link to all

of the other prior advertisements that offered Jane Doe No. 3 up for sale. The headlines for the
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advertisements contained words such as “new,” “sweet,” and “playful,” all of which are known by
the Backpage Defendants (as well as commercial sex customers) to be code words indicating that
the advertisement is offering up a minor. Jane Doe No. 3 was trafficked exclusively on
Backpage.com in Massachusetts.

102.  The advertisements posted on Backpage.com offering Jane Doe No. 3 for sale
included several photographs which were uploaded from Massachusetts to be displayed with the
text of the advertisements. Photographs of Jane Doe No. 3 that were included with the
advertisements were taken either by the traffickers or by Jane Doe No. 3 herself. The
photographs omitted or obscured her face, but they displayed her shoulders, legs, buttocks, and/or
breasts. Jane Doe No. 3 lacked the legal capacity to consent to the creation or use of the
photographs, but in any event did not purport to provide any such consent, either personally or

through her parents Sam and Sara Loe.

103.  After the advertisements involving Jane Doe No. 3 were placed on
Backpage.com, Jane Doe No. 3 started receiving calls and texts from men who wanted to
purchase her for sex. Jane Doe No. 3 was driven by the traffickers to a hotel located in
Foxborough, Massachusetts where she was raped in exchange for payment that went to her
trafficker.

104. At some point shortly after Jane Doe No. 3 began being trafficked on
Backpage.com, Sam and Sara Loe were alerted that advertisements featuring their minor daughter
were posted on Backpage.com. When they accessed Backpage.com, they found multiple
advertisements featuring Jane Doe No. 3 under the Escort section in the Adult Entertainment

Category of Backpage.com for Massachusetts.
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105.  Sam and Sara Loe contacted the Backpage Defendants by email and reported that
a 15 year old was being illegal offered for sale on Backpage.com. Sam and Sara Loe demanded
that the Backpage Defendants remove the illegal advertisements immediately. They provided the
Backpage Defendants with information that would allow the Backpage Defendants to easily
locate and remove all advertisements involving Jane Doe No. 3. Sam and Sara Loe reiterated
their demand in at least one other follow up communication to the Backpage Defendants.

106.  When she returned home, Sam and Sara Loe took Jane Doe No. 3 to the hospital,
and she then participated in an out-patient treatment program.

107. A week after the rape of their daughter, the advertisements for Jane Doe No. 3
remained on Backpage.com. Sam and Sara Loe have not received any communication from
Backpage.com advising them whether any action has been taken to remove the advertisements of
Jane Doe No. 3 from the website.

CLAIMS FOR RELIEF
COUNT I
Trafficking Victims Protection Reauthorization Act of 2008, 18 U.S.C. § 1595

108.  The allegations set forth in paragraphs 1 through 107 are hereby incorporated by
reference.

109.  Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 are victims of child sex
trafficking within the meaning of 18 U.S.C. § 1591 and are entitled to bring a civil action under
18 U.S.C. 8§ 1595 against any individual or entity whose violations of the TVPRA proximately
caused Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 to sustain physical or psychological

injuries.
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110. The Backpage Defendants knowingly participate in illegal child trafficking
ventures, all in violation of the TVPRA. The Backpage Defendants participate in these ventures
by, inter alia, engaging in both acts and omissions that are intended to facilitate and aid and abet
traffickers’ and pimps’ marketing, transportation, and sale of child victims for commercial sexual
exploitation.

111.  Through such acts and omissions, the Backpage Defendants participated in the
illegal child trafficking ventures that involved Jane Doe No. 1, Jane Doe No. 2, Jane Doe No.3
and they profited from this participation in that they reaped substantial revenues from the daily
advertisements that successfully offered Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 for
sale for sex with customers.

112.  Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 are victims of the unlawful
ventures which the Backpage Defendants participated in, promoted, and supported by various
means, inter alia, (i) designing their website to increase the incidence and profitability of
advertisements reflecting and encouraging the exploitation of children; (ii) taking various steps to
sustain the impression among pimps, traffickers and customers that Backpage.com is a safe and
effective vehicle for transactions involving young girls and boys, including actions to minimize
the risk of detection by law enforcement; (iii) implementing various enhancements to its website
to increase its effectiveness for pimps and traffickers; and (iv) failing to investigate or adopt
available analytic measures developed by expert academic and technology organizations, and
available at little or no cost, that would enable the Backpage Defendants to reliably detect
advertisements involving exploited children and identify and apprehend the pimps and traffickers

behind those advertisements.
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113.  The Backpage Defendants knew or should have known that Jane Doe No. 1, Jane
Doe No. 2, and Jane Doe No.3 were among the minors being advertised and trafficked on
Backpage.com, and that the plaintiffs were sold for sex through their website, trafficked in
various venues in the region, and raped on many occasions each day in which they were offered
for sale.

114.  As a result of the Backpage Defendants violations of the TVPRA, Jane Doe No.
1, Jane Doe No. 2, and Jane Doe No0.3 have suffered substantial physical and psychological
injuries, and other damage.

COUNT I1

Massachusetts Anti-Human Trafficking and Victim Protection Act of 2010, G.L. c.
265, § 50

115.  The allegations set forth in paragraphs 1 through 114 are hereby incorporated by
reference.

116.  Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 are victims of child sex
trafficking, as defined by Mass. Gen. Laws c. 265 § 50(a), who are entitled to bring a civil action
under Mass. Gen. Laws c. 265 § 50(d).

117.  The Backpage Defendants knowingly benefit financially, in violation of Mass.
Gen. Laws c. 265 8 50(a)(ii), from conduct by pimps and traffickers which involves repeated
sexual exploitation of the growing number of children, such as the plaintiffs, who have been
victimized through Backpage.com.

118.  The Backpage Defendants knowingly aid and abet these pimps and traffickers by,
inter alia, the various means described in paragraphs 38 — 59 infra.

119. Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 have suffered substantial

physical and psychological injuries, and other damage, as a result of being trafficked through
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Backpage.com in violation of the Massachusetts Anti-Human Trafficking and Victim Protection
Act. As a result of the acts of the Backpage Defendants, the plaintiffs were sold for sex,
trafficked in various venues in the region, and were raped on many occasions each day in which
they were offered for sale.
COUNT 111
Unfair and Deceptive Acts and Practices, G.L. c. 93A, 8§ 9

120.  The allegations set forth in paragraphs 1 through 119 are hereby incorporated by
reference.

121.  The Backpage Defendants are engaged in trade or commerce, as defined by G.L.
c. 93A, in the Commonwealth of Massachusetts.

122.  The Backpage Defendants have committed various knowing and willful unfair
and deceptive acts and practices in the design and operation of a business model which promotes,
encourages, supports, and profits from the systematic sexual abuse of children.

123.  Among these acts and practices, the Backpage Defendants (i) assist commercial
sex traffickers, many of whom are known to be trafficking children, to enhance the effectiveness
of their advertisements, to protect the anonymity of the traffickers, and to minimize the risk of
detection by law enforcement of their unlawful activity; and (ii) create and maintain a model that
protects the ability of traffickers to advertise underage girls and boys for sale.

124.  To further this unfair and deceptive scheme, the Backpage Defendants have made
various misrepresentations to law enforcement agencies and social service organizations that they
are dedicated to reducing the utilization of the website for trafficking underage children, that they
actively detect and report any advertisement which they determine to involve a child, and that

they are evaluating and intend to adopt methods and technologies to substantially improve their
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ability to accomplish this goal. These representations have served to minimize law enforcement
scrutiny of Backpage.com for a number of years.

125.  In order to sustain this unfair and deceptive scheme, the Backpage Defendants
have knowingly and intentionally (i) reported an increasingly high volume of advertisements to
NCMEC to create the misimpression of active cooperation by the Defendants, knowing all the
while that most of the advertisements selected and reported by the moderators of the Backpage
Defendants are unlikely to involve children; (ii) declined to investigate or adopt readily available
analytic measures that would enable the reliable detection of advertisements involving children,
(iii) refused to adopt readily available security and other practical measures suggested by expert
agencies that would substantially reduce the ability of traffickers to place such advertisements
without law enforcement detection; and (iv) refined their website repeatedly to increase the
incidence, success, and profitability of advertisements reflecting and encouraging the sexual
exploitation of children.

126.  As a result of these unfair and deceptive acts and practices, the Backpage
Defendants have avoided, minimized and delayed the intense publicly media, legislative, and law
enforcement scrutiny that reasonably could have been expected to interfere with, if not terminate,
its efforts to grow market share and eventually to dominate the market for online illegal
commercial sex advertising. As a result of the acts of the Backpage Defendants, the plaintiffs
were sold for sex, trafficked in various venues in the region, and were raped on many occasions
each day in which they were offered for sale.

127.  Jane Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 are persons entitled to bring
an action under Section 9 of Chapter 93A, each of whom has been injured as a result of the unfair

and deceptive acts and practices of the Backpage Defendants.
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128.  The Backpage Defendants do not have a place of business or maintain assets in

Massachusetts.
COUNT IV
Unauthorized Use of Pictures of a Person, G.L. c. 214, § 3A and R.I. St. § 9-1-28.1

129.  The allegations set forth in paragraphs 1 though 128 are hereby incorporated by
reference.

130.  The Backpage Defendants have developed a business model that supports and
enables pimps and traffickers to exploit children. As an integral part of their business model, the
Backpage Defendants encourage, support, and materially contribute to the use by pimps and
traffickers in of photographic images to enhance the effectiveness of advertisements placed on the
website.

131. The Backpage Defendants know that pimps and traffickers routinely take
photographs of persons they control, including children who are victims of sex trafficking, which
are then uploaded and displayed with advertisements on Backpage.com.

132.  Atall relevant times, the Backpage Defendants have had the right and the ability
to control the display of the photographs displayed on their website. Indeed, the Backpage
Defendants claim that they monitor and review the advertisements, including the photographs,
posted by pimps and traffickers and make an affirmative decision whether the photographs may
be displayed on Backpage.com. In addition, once the Backpage Defendants determine to display
a photograph on their website, they exercise an additional, unique level of control over the
photograph by removing the metadata from photographs to minimize the risk of law enforcement

detection.
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133.  On multiple occasions, the Backpage Defendants displayed photographs of Jane
Doe No. 1, Jane Doe No. 2, and Jane Doe No. 3 in connection with advertisements on
Backpage.com.

134.  The photographs of each of the plaintiffs were displayed by the Backpage
Defendants for use within Massachusetts for advertising purposes. In the case of Jane Doe No. 1,
photographs also were displayed for advertising purposes in Rhode Island by and for the benefit
of the Backpage Defendants.

135.  The plaintiffs each lacked legal capacity to consent to the use or display of the
photographs on Backpage.com, and none of their parents or guardians provided their consent,
written or otherwise, to the use of the photographs for advertising purposes.

136. The plaintiffs each have been damaged by the unauthorized use of the
photographs by the Backpage Defendants.

137. The Backpage Defendants are liable to each of the plaintiffs under M.G.L. c. 214,
8 3A, and to Jane Doe No. 1 under R.I. St. § 9-1-28.1.

COUNT V
The Copyright Act, 17 U.S.C. 88 101 et seq.

138.  The allegations set forth in paragraphs 1 through 137 are hereby incorporated by
reference.

139.  The Backpage Defendants have developed a business model that supports and
enables pimps and traffickers in conduct which exploits children for commercial sex. As an
integral part of their business model, the Backpage Defendants encourage, support, induce, and
materially contribute to the use by pimps and traffickers of photographic images to enhance the

effectiveness of advertisements placed on the website. The Backpage Defendants derive a
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financial benefit directly attributable to the public display of such photographs by virtue of the
payment of fees by the pimps and traffickers to Backpage.com.

140. At all relevant times, the Backpage Defendants have had the right and the ability
to control the display of the photographs displayed on their website. Indeed, the Backpage
Defendants monitor and review the advertisements posted by pimps and traffickers, including the
photographs, to make an affirmative decision whether to post each advertisement and display the
photographs on their website. In addition, once the Backpage Defendants determine to display a
photograph on their website, they exercise an additional level of control by removing the
metadata from photographs to minimize the risk of law enforcement detection.

141.  Itis common knowledge, and well known to the Backpage Defendants, that pimps
and traffickers routinely direct child trafficking victims under their control to take photographs of
themselves or to provide such photographs to the pimps and traffickers for use in Backpage.com
advertisements.

142. At the direction of her traffickers, plaintiff Jane Doe No. 3 provided certain
photographs that she took of herself (the “copyright protected photographs™) which the traffickers
then included in the Backpage.com advertisements for Jane Doe No. 3.

143.  The Copyright Act grants to Jane Doe No. 3, through her parents, the exclusive
rights to use, reproduce, distribute, and display any copyright protected photographs that she took
of herself and provided under coercion to the traffickers. Jane Doe No. 3 is the owner of the
copyright in a protected photograph, which has been registered in the United States Copyright
Office. A copy of the Certificate of Registration, No. VAU 001-191-779, is attached hereto as

Exhibit A
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144.  Jane Doe No. 3 lacked legal capacity to consent to the distribution or use of the
copyright protected photographs displayed on Backpage.com, and her parents Sam and Sara Loe
did not provide their consent to any such use or distribution.

145.  The Backpage Defendants have actual and constructive knowledge that the pimps
and traffickers routinely use the website and the services provided through the website to
unlawfully publicly display copyright protected photographs.

146.  As a result, the Backpage Defendants have violated plaintiff Jane Doe No. 3’s
exclusive rights to reproduce, distribute, and display the relevant photographs and their actions
constitute direct and secondary infringement of her copyrights and exclusive rights under
copyright to the copyright protected photographs.

147.  In addition, because the Backpage Defendants knew or should have known that
these acts of infringement were occurring on their website, their infringing conduct occurred both
willfully and intentionally, and in disregard of and with indifference to the rights of plaintiff Jane
Doe No. 3.

PRAYERS FOR RELIEF

WHEREFORE, plaintiffs seek for judgment against the defendants for:

a. The actual and compensatory damages determined to have been suffered by each
plaintiff under Counts I, 11, 111, IV, and V;

b. Punitive damages under Count I and II;

C. Multiple damages under Count Il for willful and malicious conduct and under

Count 111 for knowing and willful conduct;
d. Costs and reasonable attorney’s fees under Counts I, 111, and V;

e. Statutory damages pursuant to 17 U.S.C. 8 504(c) for infringement of each of the
copyright protected photographs wrongfully used, distributed, or displayed.

e. Such injunctive relief as the Court deems appropriate;
f. Such further relief as the Court may deem just and equitable.
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The plaintiffs demand a trial by jury on all issues so triable.

JANE DOE NO. 1, a minor child, by her parent and
next friend MARY ROE, JANE DOE NO. 2, JANE
DOE NO. 3, a minor child, by her parents SARA
LOE and SAM LOE,

Respectfully submitted,

/sl _John T. Montgomery

John T. Montgomery (No. 352220)

Aaron M. Katz (No. 662457)

Kevin P. Budris (N0.680075)

Dara A. Reppucci (No. 679511)

Jessica L. Soto (No. 683145)

ROPES & GRAY LLP

800 Boylston Street

Boston, MA 02199

Telephone: (617) 951-7000

Email: john.montgomery@ropesgray.com
aaron.katz@ropesgray.com
kevin.budris@ropesgray.com
dara.reppucci@ropesgray.com
jessica.soto@ropesgray.com

Dated: December 29, 2014

CERTIFICATE OF SERVICE

I, John T. Montgomery, hereby certify that a true and correct copy of this document filed
through the ECF system will be sent electronically to the registered participants as identified on
the Notice of Electronic Filing (NEF) and paper copies will be sent to those indicated as non-
registered participants on December 29, 2014.

/s/ John T. Montgomery
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Certificate of Registration | - EXHIBIT A

This Certificate issued under the seal of the Copyright
Office in accordance with title 17, United States Code,
attests that registration has been made for the work
identified below. The information on this certificate has

been made a part of the Copyright Office records. Registration Number.

VAu 1-191-779

g
&Y
N /A pq/@wﬂ | Effective date of

registration:
Register of Copyrights, United States of America December 18, 2014

Title

Title of Work: Photograph

Completion/Publication
Year of Completion: 2013

Author
= Author: Anonymous
Author Created: photograph(s)
Citizen of: United States
Anonymous: Yes
Copyright claimant

Copyright Claimant: Jane Doe No. 3

¢/o John T. Montgomery, Ropes & Gray LLP, 800 Boylston Street,
Prudential Tower, Boston, MA 02199-3600

Rights and Permissions
Organization Name: Ropes & Gray LLP

-Name: John T. Montgomery
Email: john.montgomery@ropesgray.com Telephone: ‘ 617-951-7565
Address: 800 Boylston Street g '

Prudential Tower
Boston, MA 02199

Certification
- Name: John T. Montgomery
Date: December 18, 2014 ‘

Correspondence: Yes
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