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6. Anti-Circumvention Notices

Finally, a number of notices-48 § 512(c) and 26 § 512(d)
notices-specifically request removal of apparent
"anticircumvention" devices, or links to anticircumvention devices,
under § 512. (An additional five notices did not specifically mention
anticircumvention devices, but were possibly targeting them.) We did
not add these notices to the count of "substantively flawed" notices.
We elected to treat them separately, as they target acts that are likely
illegal under § 1201. However, these anticircumvention takedown
notices are likely not proper subject matter for § 512 notices at all,20 6

and at the least they pose significant analytic difficulties under § 512.
Of the § 512(c) notices, 70 notices related to software or

computer games, and of those, 48 (68.6%) specifically requested
takedown of content based on an anticircumvention claim. Of the
remaining 22 notices, five represented possible anticircumvention
claims, including game "items" and game "cheats." Thus, of all
software and computer game § 512(c) notices, a total of 53 notices
(76%) were likely or definitely anticircumvention-related. The
anticircumvention claims cited terms such as "cracked copies," "serial
numbers or keys," "key generators" and other terms. We note that the
term "cracked copies" is vague, and could describe any number of
situations: a copy that has been reverse engineered to have the serial
number request removed, or to have a serial number embedded in the
software, or to have some other change made. Of the § 512(d) notices,
56 total notices presented software and games claims. Of those
notices, 26 (46.4%) presented anticircumvention claims, and 30
(53.6%) presented no apparent anticircumvention claims. Some of the
notices presented multiple kinds of claims, rendering analysis
complex; for instance, claims of distributing works, distributing
"hacked" works or various licensing violations (discussed below).
Many such notices are form notices that list multiple possible acts,
without specifying which is at issue in this instance. The acts may be
described vaguely and might specifically reference several acts
without specifying which is at issue, including distribution of reverse
engineered software, key generator software, software "cheats" or
serial numbers and access codes. 207

206. See supra note 98.

207. See, e.g., notice #1562, http://chillingeffects.org/dmca512/notice.cgi?NoticelD= 1562
(dated Dec. 21, 2004) ("[Tihe domain listed above.., is offering unlicensed copies of, or is
engaged in other unauthorized activities relating to copyrighted computer programs."). See
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7. Claims Other than Copyright

A number of notices (193) appear to include claims in addition
to, or instead of, copyright infringement-such as unfair competition,
trademark-type claims, or privacy concerns. In some instances, a
sender may have had a cognizable copyright claim, but they stated
concerns beyond or in addition to copyright infringement. For
example, as discussed in Section V.E, at least 26 notices reflect strong
concerns or details relating to privacy issues.

Licensing restrictions have also been raised by senders unhappy
with software resales. Three different senders sent a total of seven
cease-and-desist notices to request removal of offers to sell software.
Two of the notices sought to remove links to previously authorized
resellers. 208 The other five notices sought to remove links to offers to
sell copies of the works; while these may have been illegal copies, the
first two notices in the series explicitly reference the sender's "non-
transferable license" and state that only the sender or its "authorized
distributors or resellers" have the authority to "complete such license
transactions or distribute these products." 209 While some licensing
restrictions may map to copyright claims, some will not, and most are
likely to be enforced via contract law-an area of law not subject to §
512 takedown or safe harbor. Use of the takedown process to enforce
privately-determined rights is a significant expansion, and one that
elides the significant policy questions underlying shrink- and click-
wrap license enforcementl-questions which render an extrajudicial
takedown procedure particularly inappropriate. Requests to remove

notice #1378, http://chillingeffects.org/dmca5l2/notice.cgi?NoticeID=1378 (dated Aug. 4,
2004), regarding the offering a product key; notice #899,
http://chillingeffects.org/dmca512/notice.cgi?NoticeID=899 (dated Sept. 16, 2003) ("provides
access to data that directly violates license agreement and allows our intellectual property to be
used illegally ... provides access to illegal serial numbers, 'keygens', patches and copyrighted
materials.").

208. Notice # 1360, http://chillingeffects.org/dmca512/notice.cgi?NoticelD=1360 (dated
July 14, 2004) complains of an unauthorized reseller. Notice #813,
http://chillingeffects.org/dmca512/notice.cgi?NoticelD=813 (dated July 24, 2003) claims that
their former reseller is illegally selling their software. This notice was sent from a Czech
software company regarding their Slovak reseller, adding international issues to the complexity
of the question.

209. Notices # 940, 1029, 1443, 1477, and 1637, dated from Nov. 3, 2003 to Jan. 17, 2005.
Notice #940 (dated Nov. 3, 2003) and 1029 (dated Dec. 22, 2003) reference the sender's "non-
transferable license" and state that only the sender and its "authorized distributors and resellers"
have the "authority to complete such license transactions or distribute these products." The other
three notices include only the required components of a § 512 notice. (Notices available by
visiting http://chillingeffects.org/dmca512/notice.cgi?NoticeID= followed by the notice #).
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reverse engineered or adapted software may likewise rely partially or
entirely on restrictions imposed by license.

Because § 512 requires OSPs to develop a clear policy and
establish a takedown procedure, it seems that senders sometimes
shoehorn ill-fitting claims into a copyright complaint in order to
obtain relief, a use that is troubling. 210 Because of the small
percentage of notices that reflect any one of these concerns, they are
merely anecdotal, but again, add to the picture of how § 512 is being
used.

G. Lack of Counter Notification

A final observation: though the ex ante takedown of questionable
material would be troubling under any circumstances, concerns
(discussed infra Section VII) about the number of flaws revealed in
our data would be somewhat diminished if we had found evidence of
counternotices and putback. Only seven countemotices are included
in the Chilling Effects dataset, 211 and very few documented cases of
putback can be found.212 Confidential conversations with service
providers again suggest that our data reflect the overall experience of
OSPs, though we obviously cannot draw any conclusions based on
the limited notices we have. Here again, further research with OSPs is
needed. One possible reason for the low incidence of putbacks is that
it is easier for some alleged infringers to move material to another
hosting service or web site, rather than accept the 10-14 day

210. See Pierre Leval, Toward a Fair Use Standard, 103 HARV. L. REV. 1105, 1116-19,
and note 67 (1990) (Judge Leval, recommending against using copyright to enforce privacy
rights, wrote:

Serious distortions will occur if we permit our copyright law to be twisted into
the service of privacy interests. First, it will destroy the delicate balance of
interests achieved under our privacy law. For example, the judgment that, in the
public interest, the privacy right should terminate at death would be overcome by
the additional fifty years tacked onto copyright protection.... Moreover, the
copyright law is grossly inappropriate to protect privacy and obviously was not
fashioned to do so.).

211. Notices # 360, 597, 605, 912, 1048, 1186, and 2371. (Notices available by visiting
http://chillingeffects.org/dmca512/notice.cgi?NoticeID- followed by the notice #) (notice 2371
available upon request from author).

212. See also MARJORIE HEINS & TRICIA BECKLES, BRENNAN CENTER FOR JUSTICE, WILL

FAIR USE SURVIVE? (2005), available at

http://fepproject.org/policyreports/WillFairUseSurvive.pdf. This report followed up with notice
targets, and found that approximately half the targets took material down, regardless of the
strength of their claims. The Heins study reviewed all notices (including § 512 notices, but also
copyright, trademark and other notices) collected by the Chilling Effects website over the course
of one year, and followed up many notices in detail, providing rich anecdotal information about
the process.
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takedown. Further, our result may be an artifact of our data, which are
so dominated by search index notices. As a search provider has no
obligation under § 512 (and generally, no ability) to notify the alleged
infringer of takedown, there is little opportunity for targets to use the
countemotice process, at all. Google does provide hosting services,
and we have a substantial number of § 512(c) notices from it, but its
hosting services are relatively new, and constitute a minority of
notices from Google in our data set. Whether counternotices are more
common in other hosting situations is a question for further research.

Of the self-reported § 512(c) notices, relatively few users (only
ten) submitted correspondence from the OSP along with the original
notice, so there is little opportunity at present to assess whether OSPs
are informing their customers of the countemotice procedure. 213 We
note, however, that of the ten notices from § 512(c) providers to their
customers, four did not provide any information about the
counternotice option,214 four did,215 and two were ambiguous or
confusing. We have an additional 52 notices where a § 512(a)
provider forwarded information to its client.216 Many OSPs bolstered
the notices with threats based on the user's obligations from their
terms of service; 217 fewer than half (21) presented a § 512(c)-like
countemotice option. (We note, however, that of the six universities
that were among these OSPs, five proffered counternotice options).

213. We cannot assess from the user-submitted notices without OSP correspondence,
whether there was no correspondence from the OSP originally, or whether the user deleted it,
possibly because it had personal information or the user deemed it irrelevant.

214. See, e.g., notice # 2312, http://chillingeffects.org/dmca5l2/notice.cgi?NoticelD=2312
(available upon request from the author) (AnotheRealm.com notice to customer, noting that they
saw nothing infringing, "[h]owever they are asking to have it removed, so please remove the
content and let us know when it is done." No information about countemotice procedures was
provided.).

215. See, e.g., notice # 950, http://chillingeffects.org/dmca512/notice.cgi?NoticelD=950
(dated Nov. 13, 2003) (Blogger notice to client with information about counternotice options
and a link to a sample counter notice).

216. At least nine other notices in the database are plainly from § 512(a) OSPs to their
customers, but do not include any information from the OSP that could be evaluated.

217. Many large OSPs apparently have a standard counternotification notice in their
standard notice to users, but not all. We base this on observations of form language appended to
notices forwarded to users by Comcast, Cox, and AT&T, for example. We observe that the
current OSP practices may actually flirther intimidate users. Many notices include, with
information about the counternotice option, a warning that, by filing a counternotice, a target
"consents to be sued" in the complainant's jurisdiction. This is true, but this wording may make
litigation seem likelier than it is. See MARJORIE HEINS & TRICiA BECKLES, BRENNAN CENTER

FOR JUSTICE, WILL FAIR USE SURVIVE? (2005) (finding that, of targets who filed countemotices
or failed to comply with takedown notices, anecdotal reports of litigation or continued pursuit
were rare). Additionally, the correspondence we saw fails to explain that countemotices in good
faith will not increase legal liability nor increase the likelihood of a finding of liability.
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We expect that there is more to learn from our data set; further,
we look forward to investigations into broader data sets, data that
relate more closely to hosting services, and the like. Although more
research would clearly be useful, we found this data set very helpful
in developing a limited picture of § 512's use. We discuss our
findings and recommend changes in Section VII.

VII. DISCUSSION

A. Concerns Revealed by the Data

Copyright infringement on the Internet is a serious issue-
distribution of valuable works can occur in a flash, and value may be
difficult to recapture-and the idea of a simple, inexpensive process
to handle takedowns is a beguiling one. But at what cost comes this
benefit? Our data reveal an unfortunately high incidence of
questionable uses of the process. Copyright analysis depends on the
particular facts and details of the situation. Even a sophisticated and
careful sender may send a notice with claims that should be reviewed
by a court before the target's material is removed. In many instances,
questionable uses may be unintended: deeper investigation of
individual notices reveals that some notice senders simply seem not to
understand the parameters of copyright law, and why should they?
Copyright law is an especially complex, nuanced and fact-specific
body of legal rules. A clear, rigid ex ante process such as § 512 seems
mismatched with a body of law that derives much of its value from
flexibility and nuance.

We were particularly surprised by the findings that such a large
number of notices present serious substantive questions about the
underlying claim. We expected to see some notices with substantive
flaws-the simple ex ante process and the weak remedies available
for spurious claims create an irresistible temptation for the upset or
unscrupulous. But the high number of problematic notices we found
strikes at the heart of the § 512 process and is particularly troubling.
At least in our data set, takedown has occurred in numerous
questionable situations. Moreover, a large portion of our data was
derived from notices to remove links from Google's search index-a
situation where liability is not likely to accrue to the OSP, in any case.
Flaws in these notices are particularly unlikely to be caught or
remedied, as a search engine can rarely notify creators of indexed
content that they have been de-listed. Yet removal from search
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engines is in many ways almost as significant to the target as removal
from a webhost and the Internet-without search engines, most users
have no way to find or access content. The removal of links from
search indexes can cause the information essentially to disappear, as it
is no longer easily findable. 218 Flawed removals in the search engine
context, therefore, are both unlikely to be caught or fixed, and pose a
significant threat to speech interests.

In addition, we observed other issues with the notices in our data
set. A number of notices appeared to be addressing a primarily non-
copyright concern, whether a competitor's search engine ranking,
trademark rights, or personal privacy or other issues. This is also quite
troubling, since the debates around the legislation, the compromises
made, and the policy decisions enshrined by Congress in § 512 were
limited to questions of copyright infringement. 219 Additionally,
though we cannot draw conclusions based upon the lower number of
§ 512(c) "hosted content" notices, these also contained substantive
flaws. Finally, the unexpected and unintended use of § 512(a) in an
attempt to police peer-to-peer filesharing creates separate concerns,
discussed infra.

Thus, the implications for expression on the Internet of this
extrajudicial process appear, from our limited data, significant.
Removal of speech from the Internet, with very little or no process, is
a strong remedy for allegations of infringement, especially where
there are so few recourses available to the targeted speaker. The
stakes are high. As the Supreme Court recognized in Reno v.
ACLU,220 the Internet is a major platform of speech. Its importance to
the American public has only grown in the decade since Reno was
decided. The Internet is now a primary resource for speakers seeking
to disseminate significant business, political, legal, medical, scientific,
artistic and creative data. In the realm of political information, the
Internet is perhaps the most significant platform for dissemination of
unpopular and controversial information. As such, the high incidence

218. See DEBORAH FALLOWS, SEARCH ENGINE USERS (Pew Research 2005), available at
http://www.pewinternet.org/pdfs/PIP-Searchengine users.pdf" 84% of Internet users have used
search engines; on any given day 56% of those online use search engines; when searching, 44%
stick to a single search engine; 48% stick to 2 or 3; only 7% use more than three. Id. at page 13.
The 7% of users who use more than three search engines are the most sophisticated users;
leaving 93% of users relying on three or fewer search engines. The level of trust and reliability
in a particular search engine is therefore particularly important for these users, who constitute
the vast majority of Internet searchers.

219. See supra Section IV.
220. Reno v. American Civil Liberties Union, 521 U.S. 844 (1997).
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of flawed notices we discovered in our review gives us pause.
Discussion of a few of the particular issues follows.

1. Confusion Regarding the Coverage and Limits of
Copyright Law and Section 512

As described supra Section VI, our data reveal confusion about
the rights conferred both by copyright law, and by the DMCA § 512
process, at least on the part of senders. 221 Although we did not expect
it, in hindsight this is not surprising: copyright law is a complex and
nuanced area of law, and the § 512 process is simple and inexpensive
for senders. Perhaps such a result is to be expected. Although sending
a notice is simple, matching the notice with the proper parameters of
the takedown does not always occur. We discussed supra the fact that
senders sometimes send notices that reveal a misunderstanding of the
subject matter and limits of copyright protection. Senders also
sometimes request or demand OSP action other than that required by
the DMCA-requesting policing,222 affirmations of removal or other
communications. It cannot be ascertained from the notices whether
this reflects senders' misunderstanding of their rights, bluster on the
part of senders or other goals. Further, the demanded removal itself
can sometimes be overbroad.223 The § 512 process is intended to
target only that content which is infringing. In practice, however,
users sometimes cite a high-level URL, or a URL that covers a broad
range of material, causing, for instance, an entire website to be taken
down or delisted, instead of solely the infringing content. 224 Likewise,
a single web page that includes a wide variety of content could be
removed, just to get at one incorporated image file, overly-lengthy
quotation, etc. 225

221. The low number of counternotices discovered, even in the face of the relatively high
number of flaws that we found, see supra Section VI, could indicate a similar confusion on the
part of notice targets, but it is impossible to know.

222. See, e.g., notice # 1934, http://chillingeffects.org/dmca5l2/notice.cgi?NoticeID=1934
(dated May 12, 2005) (Goldon Fishing).

223. See, e.g., notice # 433, http://chillingeffects.org/dmca512/notice.cgiNoticelD-433
(dated Oct. 16, 2002) (Leslie Kelly / Amish requesting takedown of the entire NAMI website,
because one article on the site had one image taken from a website which took it from his book.

224. See, e.g., notice # 548 (available upon request from the author) (a Scientology
complaint about the Scientology criticism site, "Operation Clambake." In this instance, the
targets' website ultimately was put back into Google's search index).

225. See, e.g., notice # 433, http://chillingeffects.org/dmca512/notice.cgi?NoticeID=433
(dated Oct. 16, 2002) (Leslie Kelly requesting takedown of the National Alliance on Mental
Illness (NAMI) website because of the inclusion of one photograph as an illustration on a single
web page: "I hereby demand that Cogent Communications effect an immediate takedown of
your client's website at http://nami.org until they remove my image .... ).
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2. Competitive Uses of § 512

The extent of the observed use of § 512(d) against competitors
was also unexpected and possibly troubling. On the one hand,
copyright disputes between competitors are to be expected. On the
other hand, 64 (22.5%) of competitor-related § 512(d) notices sent to
Google were substantively questionable. Of the § 512(d) notices sent
to Google we deemed competitor-related, at least 27 (9.5%)
specifically mention that they are unhappy with the page rank of the
other party.226 As such, § 512(d) appears to be used in some instances
as a new weapon in the search-rank wars, another worrisome and
unintended consequence of the process. As the Internet has become a
central marketplace, market participants have cast about for new
competitive tools. The § 512 process-simple, cheap and almost
always successful in removing the target from a search engine-was
too irresistible not to be used. Unfortunately, as with other
questionable uses, the defenses and remedies for misuse are not
sufficiently robust to forestall actual misuses.

3. Section 512(a) "Notices"

Concerns about improper takedown are thrown into relief by the
use of § 512(a) "notices." Based on our limited data-which does not
allow us to draw conclusions-we suspect that notices sent in
§ 512(a) situations often represent the music and movie industries'
attempts to reduce the untrammeled sharing of copyrighted music and
movies over peer-to-peer networks. This is further confirmed by a
confidential interview with a large-ISP representative, which revealed
that larger ISPs received tens-of-thousands of notices-largely
§ 512(a) complaints-in a year.227 The cost to ISPs of dealing with
this many notices is high, indeed. The potential cost to an accused
infringer is also high. If a sender succeeds in convincing an OSP to
respond to a § 512(a) notice as if it were a § 512(c) or (d) notice, all
the OSP can do is terminate the target's service contract. Users suffer
the harsh remedy of loss of Internet access, through an extrajudicial
process with no guaranteed remedy of return. This remedy goes far

226. As an aside, we note that many of these notices-foremost among them those from
Mir Internet Marketing-are from so-called search-engine optimizers, a relatively new industry
dedicated to helping website developers increase search engine rank and traffic to their sites. See
Brad Stone, Hotwiring Your Search Engine, NEWSWEEK, Dec. 19, 2005, available at
http://www.msnbc.msn.com/id/10415455/site/newsweek. If § 512 notices are becoming a front
in the search engine ranking wars, then it is perhaps unsurprising that the SEOs use these tactics,
themselves.

227. See also supra note 99.
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beyond stopping the user's alleged copyright infringement and
entirely removes her ability to obtain Interet-based information or to
communicate on any topic through an Internet-based medium through
her account, be it a message board, blog commentary or e-mail.
Further, in many markets, there are only limited numbers of
alternative providers of Internet service. 228 Unfortunately, it is not
clear that an offsetting benefit to copyright holders exists. Even if a
user's account is terminated, that user is likely only one of many
sources of the offending file. And when OSPs afford users little or no
procedural opportunity to dispute or respond to claims, senders have
no feedback mechanism to improve their own accuracy and targeting
methods.

This situation can pose significant due-process-type problems for
Internet access subscribers. Deeper analysis of the § 512(a) notices in
our data set reveals that OSPs sometimes threaten to cut off the user's
Internet access based solely on the single allegation mentioned in the
notice, requiring assurances or proof that the alleged activity has
ceased.229 Similar "infringement activity reports" have generated
other litigation on behalf of the recording industry, some of which has
been challenged on the grounds of misidentifying the infringing
party.230 Indeed, one notice in the database includes a note from the
target, complaining that they did not in fact make such a distribution;
but as the original complaint was not included, they had no way to

228. See LEE RAIN1E,. ET AL., PEW INTERNET & AMERICAN LIFE PROJECT, RURAL AREAS
AND THE INTERNET 10 (2004), available at
http://www.pewinternet.org/pdfs/PIPRural Report.pdf ("About 29% of rural users say the ISP
to which they subscribe is the only one available to them.").

229. See, e.g., notice # 188, http://chillingeffects.org/dmca512/notice.cgi?NoticelD=188
(dated Nov. 5, 2001) ("Failure to comply with these policies may result in a permanent
termination of your service.... A reply to this e-mail is required."); notice #917
http://chillingeffects.org/dmca5l2/notice.cgi?NoticelD=917 (dated Oct. 24, 2003) ("To avoid
any possible interruption in service, please notify us of your corrective actions regarding this
issue."); notice # 2200 (dated Aug. 1, 2005) (available upon request from the author)
("Accordingly, Cox will suspend your account and disable your connection to the Internet
within 24 hours of your receipt of this e-mail if the offending material is not removed.").

230. See Unsafe Harbors: Abusive DMCA Subpoenas and Takedown Demands, Electronic
Frontier Foundation, Sept. 26, 2003, http://www.eff.org/IP/P2P/20030926_unsafe harbors.php
(describing multiple misidentifications by the Recording Industry Association of America in its
subpoenas and complaints); Jordana Boag, The Battle of Piracy Versus Privacy: How the
Recording Industry Association of America (RIAA) Is Using the Digital Millennium Copyright
Act (DMCA) As Its Weapon Against Internet Users' Privacy Rights, 41 CAL. W. L. REV. 24
(2004) (describing some of the misfilings); and Lauren McBrayer, The DirecTV Cases:
Applying Anti-SLAPP Laws to Copyright Protection Cease-and-Desist Letters, 20 BERKELEY
TECH. L.J. 603 (2005) (explaining how DMCA enforcement companies use bots to find
potentially infringing files, and describing some of the problems that can and have ensued as a
result of mis-identification by those bots).
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protest it.231 Universities receiving such notices have initiated
disciplinary proceedings against students, including in one instance
reporting to a law student's dean allegations that the student
downloaded gay pornography. 232 We also observed some obvious
misstatements of the law in the notices from OSPs to their
subscribers. For instance, some notices represented to the targets that
the OSP was covered under the provisions of § 5 12(c). 233

Last but not least, the use of "takedown notices" in contexts
where § 512(a) would apply seems to indicate that the process is not
working for some copyright holders. Peer-to-peer and other
distributed networks were not anticipated by policymakers during the
crafting of § 512, and in a world where valuable copyright properties
are distributed without "hosting" ever occurring, the notice-and-

231. Notice # 2230 (dated July 18, 2005; unpublished but archived at Chilling Effects). On
submitting the notice to Chilling Effects, the target wrote:

IMPORTANT NOTE: There was NO attachment included with this e-mail
notice. Therefore we do not know the identity of complaintant [sic), what
material allegedly "infringes the copyrights of a complainant's members". I
replied asking for more information, at least a copy of the complaint. No
response from the ISP as of this submission, and our account has not been
disabled (yet?). I would like to know what we should do if Cox were to decide to
disable our account, since Cox has a MONOPOLY on cable interet in Nevada.
If we lost our account, my husband and I will be without Internet! We are both
(and have always been) hard-working, law abiding citizens and would NEVER
knowingly infringe on someone's copyrights. HELP!

232. Notice # 837, http://chillingeffects.org/dmca5l2/notice.cgi?NoticelD=837 (dated
Sept. 3, 2003) (notice was "forwarded to Student Judicial Affairs for further
investigation/action" and the e-mail was cc'd to the Associate Dean of the Law School).

233. See, e.g., notice # 2200 (available upon request from the author) (dated Aug. 1, 2005):
[W]e have received a notification that you are using your Cox High Speed
Internet service to post or transmit material that infringes the copyrights....
Pursuant to the provisions of the [DMCA], ... Cox is required to 'act
expeditiously to remove, or disable access to' the infringing material in order to
avoid liability for any alleged copyright infringement.

In fact, as discussed in Section II, Cox in this instance is acting as a broadband provider, and
receives a straightforward safe harbor under § 512(a). Cox is not required to "remove or disable
access" to the material; that is a requirement imposed on § 512(c) providers. Similar
misstatements have cropped up elsewhere in the database. In notice # 627 (available upon
request from the author) (dated Mar. 26, 2003) (unpublished for other reasons but on file at
Chilling Effects), the OSP sent a notice to its customer stating that, "The purpose of this letter is
to allow you to voluntarily remove the content .... If you choose not to remove the DMCA
content, Affinity is required to disable access to it .... Under the terms of the DMCA, you do
not have the right, at this point, to dispute the claims set out in the DMCA notice." The DMCA
does not specify when the counternotice could be filed. The statute does contemplate that
content will be removed on demand and not replaced until 10-14 days after the counternotice is
filed unless the original complainant files litigation. But it is by no means clear that the terms of
the statute do not permit countemotice or require that the 10-14 day clock only begin tolling
after takedown.
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takedown provisions under § 512(c) seem less likely to be of use to
the very copyright industry groups that helped compromise on the
question of OSP liability during the legislative process. Given the
costs imposed on OSPs and end users by attempts to make § 512(a)
providers fit into the § 512(c) mold, we find this result, particularly,
to indicate a need for change in the law.

4. General

Policy concerns related to questionable takedowns seem likely to
increase in importance-however successful or problematic the
process is, as the total number of notices sent over time rises,
problematic notices may receive attention. Some notices are certainly
sent in order to accomplish the paradigmatic goal of § 512-the
inexpensive takedown of clearly infringing hosted content or links to
infringing web sites. But our data also show the process commonly
being used for other purposes: to create leverage in a competitive
marketplace, to protect rights not given by copyright (or perhaps any
other law), and to stifle criticism, commentary and fair use. These
unanticipated or unintended uses of the process are having a
continuous and perhaps unquantifiable effect on public discourse.
OSPs have significant financial disincentive to attempt to distinguish
between spurious and valid copyright claims. Doing a more detailed
and costly check on notices would often simply result in an
assessment of risk of secondary liability in a "gray" situation-
exactly what OSPs hoped to avoid through legal safe harbors. In
theory, such OSP behaviors might become a consumer choice-point,
with consumers choosing OSPs more likely to resist overbroad
takedowns, but the lack of public discussion of this issue suggests that
consumers have little awareness of the issue or means to compare
OSP behavior on this issue. Moreover, search engines, specifically,
are not providers chosen by the beneficiaries of their service, and a
target generally cannot simply recapture the value of a Google-
indexed link by relying on another provider. Neither obvious legal nor
marketplace mechanisms operate to check the growth in scope and
breadth of what can be placed in a § 512 notice. The simple process
and the strong extrajudicial remedy provide a simple and expedient
process available to victims and abusers alike, encouraging
complainants to shoehorn a variety of ill-fitting claims into copyright.

The surprising number of questionable takedowns we observed,
taken in conjunction with the ex ante removal of content, the minimal
remedies for abuse of the process, and the apparent lack of use of the
counternotice procedures, suggest that few are well-served by the
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current § 512 process, and some or many individuals, as well as
public discourse and the Internet's value as an expressive platform,
may be harmed. Our dataset is, as noted, limited, so further research
to prove or disprove these concerns is necessary. Further research
might also help illuminate reforms other than those we suggest in the
next section, or help to indicate which among them would be most
effective.

B. Suggestions for Change

The troubling uses of § 512 reveal, we think, a need for reform.
In light of the significant flaws apparent in the structure of the act,
and in its performance as indicated by this study, some might
recommend wholesale repeal of § 512 in favor of a strong universal
safe harbor for OSPs. We suspect that such a repeal is unlikely. We
therefore suggest some reforms that would return some balance to the
present ex ante, extrajudicial takedown system. Moreover, while there
are significant problems with the procedure as currently defined, we
recognize that the story has not been all bad.234 For example, despite
abuses by some of their number, some individual copyright holders
and small businesses currently benefit from the ease and
inexpensiveness of the process.235 Therefore, retaining essential
benefits for complainants, while increasing protections for targets, is
our goal with these suggestions.

First, the ex ante takedown in the § 512(c) context, combined
with lack of counternotice use and other procedural defects, is the
feature of the system that strikes the greatest blow to due process and
fairness. Therefore, we suggest delaying the takedown until after an
opportunity for counternotice has been offered. The drawback to this
suggestion is that the complainant would not get the nearly-immediate

234. In fact, one commentator feels the process should be reformed in the other direction,
and that even the simple notice process currently available is too onerous a duty for small and
independent copyright-holders, who are burdened by policing their own copyrights. He
recommends requiring OSPs to police their networks, in part on keyword searches. Colin
Folawn, Neighborhood Watch: The Negation of Rights Caused by the Notice Requirement in
Copyright Enforcement Under the Digital Millennium Copyright Act, 26 SEATTLE UNIV. L.R.
979 (2003). In light of the numerous demonstrated problems with keyword filtering, we think
such a solution would be ineffective, as well as difficult to define, and unnecessarily
burdensome on OSPs.

235. Expense is likely a key issue for small copyright holders. Mark Lemley and Tony
Reese have suggested that, at least in the P2P context, a UDRP-Iike system might effectively
and inexpensively allow resolution of copyright disputes. While acknowledging the flaws of the
UDRP, they suggest that these flaws could be addressed in developing a P2P dispute resolution
system. Mark A. Lemley & R. Anthony Reese, A Quick and Inexpensive System for Resolving
Peer-to-Peer Copyright Disputes, 23 CARDOZO ARTS & ENT. L.J. 1 (2005).
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resolution of a copyright infringement problem that she does now. In
light of the substantial number of notices where judicial review is
clearly necessary in our dataset, however, it seems that the shift to ex
ante takedown created myriad unintended consequences that must be
addressed. Building some due process back into the system is
necessary. The process would still be simple and inexpensive, and
could work relatively quickly.

We additionally suggest some further procedural guarantees and
protections. First, we recommend that § 512(g) be reformed to
straightforwardly require OSPs to provide notice to their subscribers
before takedown, 236 and to explicitly disallow undermining this
consumer protection through service contracts. Second, requiring
some guarantee that the target actually receive the notice would
ensure that targets are not surprised by takedowns. 237 Third, we
suggest shifting the putback provision to require OSPs to return any
content removed, on receipt of a countemotice filed at any point prior
to a judicial settlement of the issue finding against the target. We
realize that this weakens the cost-benefit of the § 512 process
considerably. After all, however, in the offline world, a cease-and-
desist letter should be backed up by a credible threat of litigation.
Presumably, the complainant could directly communicate with the
target once the OSP has connected them, and negotiations could
commence.

We further suggest strengthening the § 512(f) defense, a reform
aimed at ensuring that the notice-and-takedown process is not a
tactical tool for the search engine ranking wars, and lessening its use
for spurious or frivolous claims. 238 The § 512(f) defense requires a

236. Mark Robins points out that the countemotification procedures apply only when OSPs
receive notices, not when OSPs obtain "red flag" knowledge. Mark D. Robins, Digital
Millennium Copyright Act Defenses for Providers of Online Storage Services and Information
Location Tools, 16 No. 6/7 COMPUTER LAWYER (June/July 1999). We suggest that notice to
subscribers would be appropriate in almost all instances of red flag knowledge. An OSP may not
be well-suited to assess various defenses a user might have, including first sale, or fair use
purpose, or whether a work is substantially similar to another work. Providing notice to the user
permits the user to explain the situation if possible, and in the case of inadvertent infringements
or infringements due to misunderstandings of the law, take remedial actions themselves. An

OSP that wishes to engage in policing the material itself, without notice to the user, ought
properly to take on the legal responsibility for harm to the user in wrongful removals.

237. For instance, implementing a "return receipt requested" tag on the e-mailed notices; or
at the very least, ensuring that messages are not bounced back from erroneous e-mail addresses.

238. Lauren McBrayer recently reviewed four anti-circumvention cases in which cease-

and-desist recipients filed anti-SLAPP claims against the complainant, DirecTV. Lauren
McBrayer, The DirecT V Cases: Applying Anti-SLAPP Laws to Copyright Protection Cease-and-
Desist Letters, 20 BERKELEY TECH. L.J. 603 (2005). While anti-SLAPP laws offer an interesting
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"material misrepresentation"-a high bar. Coupled with this high bar,
the ease and simplicity of the notice-and-takedown process does little
to discourage frivolous or ill-thought claims. Thus, we recommend at
least strengthening the remedies for abuses of this process. For
example, a "material misrepresentation" should entitle the victim to
punitive, as well as actual, damages and attorneys' fees.

Finally, we recommend one additional procedural protection for
targets. Section 512 should also be amended to clarify that "multiple
infringers" are those individuals adjudicated to be infringing in
multiple, separate judicial actions. Multiple allegations of
infringement ought not count, and this should be clear in the
statute. 239

Second, we feel that the scope and structure of § 512 needs
significant reform. Section 512(d) might safely be repealed entirely in
favor of a blanket safe harbor, similar to that provided to routing and
transmission OSPs under § 512(a). 240 The value of the safe harbor to
search engines and indexes is speculative at best, since a search
engine's liability for automatically indexed content is attenuated. 24 1

Clarifying any uncertainty here with a straightforward safe harbor for
search engines simply makes sense. Repealing the notice-and-
takedown process for § 512(d) providers would not diminish the
ability of copyright-holders to target OSPs with closer relationships to
providers of infringing content, such as webhosts. And for innocent
targets, repeal would solve a problem that is otherwise almost
impossible to fix. Removal from a search engine is a nearly

potential response for beleaguered notice recipients, as does the Relate v. Jones notion of
enjoining parties from filing takedown notices, we feel that these uses of judicial processes to
regulate the extrajudicial processes only further demonstrate the need to directly tackle the
underlying problem. Relate v. Jones, supra note 195.

239. Malla Pollack likewise recommended that ISPs should only be permitted to disconnect
individuals "who have been held repeat infringers by a court." Malla Pollack, Rebalancing
Section 512 to Protect Fair Users from Herds of Mice-Trampling Elephants, or A Little Due
Process Is Not Such a Dangerous Thing, 22 SANTA CLARA COMPUTER & HIGH TECH. L.J. 547,
574 (2006).

240. We are certainly not the first to suggest this more limited reform. See also Craig W.
Walker, Application of the DMCA Safe Harbor Provisions to Search Engines, 9 VA. J.L. &
TECH. 1185 (2004) (arguing that it would be better to simply exempt search engines altogether
from liability, because bad statutory drafting in § 512 makes the statute difficult to parse,
targeting search engines poses threats to free expression, and copyright owners have other
means to protect their interests).

241. Section 512(d) may currently provide some benefit to ISPs by heightening the test for
secondary liability. See Yen, supra note 16; Mark A. Lemley & R. Anthony Reese, Reducing
Digital Copyright Infringement Without Restricting Innovation, 56 STAN. L. REV. 1345 (2004).
It would be better to simply clarify that mere linking constitutes neither contributory
infringement, vicarious liability, nor "inducement" to infringe.
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irremediable harm, since those whose links are removed rarely
receive notice. Such a repeal would also satisfactorily harmonize and
ratify the growing consensus in caselaw that linking, by itself, does
not constitute direct or secondary infringement. Finally, it would
remove any temptation to send flawed notices in an attempt to
influence one's search index rank by removing a competitor.

In light of Blake A. Field v. Google, we recommend clarifying
the plain language of § 512(b) to make it clear that any automatic
caching of content subordinate to indexing processes or network
management would be covered by a straightforward safe harbor.
While the "notice-and-takedown" provision for password-protected
content seems like a good idea, it also seems unnecessary and overly
technical, and thus likely to cause confusion. We recommend further
study into whether this provision is used, and how-and perhaps a
wait-and-see approach to give courts an opportunity to adopt or reject
the Blake court's application of it. If it is consistently unused or
misapplied, then § 512(b) might safely be repealed.

Recognizing that significant file-sharing and copyright-
infringing behavior has shifted from the § 512(c) and (d) environment
to the § 512(a) environment, where the notice-and-takedown
procedures are ineffective, but widely implemented, we recommend
Congress evaluate ways to provide compensation for copyright
holders for unauthorized file-sharing. 242 We do not recommend
implementation of a notice-and-takedown process in the § 512(a)
environment. Given the evidence of overbroad use in the § 512(c) and
(d) contexts, we anticipate that similar problems will arise in the
§ 512(a) context. Such problems would perhaps be more serious in
the § 512(a) context, as "routing and transmission" services are the
means through which speakers access the essential communications
platform that is the Internet. Moreover, evidence of mistaken
targeting in the existing P2P litigation243 makes us leery of any state-
authorized restrictions on such an important function without robust
procedural protections.

242. Should Congress accept this invitation, it will have myriad recommended courses of
action to evaluate. Neil W. Netanel, Impose a Noncommercial Use Levy to Allow P2P File
Sharing, 17 HARv. J.L. & TECH. 1, available at http://ssm.com/abstract-468180; WILLIAM
FISHER, PROMISES TO KEEP: TECHNOLOGY, LAW, AND THE FUTURE OF ENTERTAINMENT

(Stanford Univ. Press 2004); A BETTER WAY FORWARD: VOLUNTARY COLLECTIVE LICENSING

OF MUSIC FILE SHARING (Electronic Frontier Foundation 2004),

http://www.eff.org/share/collective-licwp.php.

243. See supra note 229.
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However, if, as we understand, vast numbers of copyright
infringement notices are sent to § 512(a) OSPs, then this provision
needs reform as well. As previously stated, we do not recommend any
notice-and-takedown provisions for the § 512(a) context. However, it
seems that at least some service providers do act on notices, whether
by building a record of multiple accusations on their users, or by
threatening their users with cut-off based on Terms of Service
violations. Consequently, in light of the serious speech and livelihood
interests at stake, we recommend that § 512(a) OSPs be required to
inform their users of any complaints against them, and that users be
offered the opportunity to submit counternotices in advance of any
action taken against them. The procedural protections we recommend
affording to § 512(c) notice targets should also be applied by any
§ 512(a) OSP that implements a notice, recordkeeping or cut-off
process-specifically, a robust notice requirement; guarantee of
receipt of notice; and reinstatement of service on receipt of
counternotice at any point unless a court finds against the target.
Additionally, section 512(f) protections against abuse should be
afforded to § 512(a) subscribers.

CONCLUSION

Other reforms than those sketched here may be in order,
particularly with respect to § 512(c). 244 However, the reforms we

244. Participants at the Santa Clara Conference made some additional suggestions. Eric
Goldman, Marquette University, raised the notion of trying to separate high commercial value
copyrights from low commercial value copyrights. This idea strives to capture the important
distinction between commercial piracy of commercially valuable copyrighted works and
personal and fair uses. This is an important distinction, and one that is certainly elided by the
process as it exists now. However, we fear that it would be difficult to define, difficult for users
to understand, and difficult for OSPs to implement of it without significant reviews of the
notices. Moreover, we see no justification for valuing the copyrights of large rightsholder
industries more than the copyrights of small and independent rights' holders whose copyrights
may be objectively less commercially valuable. We therefore do not recommend such a
distinction at this time. Likewise, Malla Pollack suggested regulating uses differentially. See
Malla Pollack, Rebalancing Section 512 to Protect Fair Users from Herds of Mice-Trampling
Elephants, or A Little Due Process Is Not Such a Dangerous Thing, 22 SANTA CLARA
COMPUTER & HIGH TECH. L.J. 547 (2006). For instance, personal uses would not be subject to
the notice-and-takedown provisions while commercial uses would be. This would set up a
separate set of standards used only to evaluate online uses of copyrighted content, which would
ultimately create more confusion in the law. We therefore recommend targeting the § 512
process directly. Moreover, while protecting personal noncommercial uses would certainly
address many problems with the § 512 process, such a reform could also address many problems
endemic to copyright law more generally.
The literature on § 512 has yielded some jurisprudential recommendations over the years.
Bretan recommended that courts examine the safe harbor question prior to any question of
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propose would go some way toward re-balancing the § 512
framework to protect copyright holders, while hopefully avoiding
unduly burdening OSPs, and reinstating some critical procedural
protections for alleged infringers. We look forward to further research
into how the process is being used in hopes that that research will
further support these suggestions or suggest better alternatives.
Section 512 was developed with good intentions to solve a difficult
problem, and though our data lead us to think its critics' concerns
were well-founded, we hope that some wise adjustments will address
those concerns.

liability, since reviewing liability issues first may color the analysis of the safe harbor. Jennifer
Bretan, Harboring Doubts About the Efficacy of § 512 Immunity Under the DMCA, 18
BERKELEY TECH. L.J. 43 (2003). We note that in many instances, it would also be judicially
more efficient to review safe harbor first. Some courts seem to agree. See, e.g., Corbis v.
Amazon.com, 351 F. Supp. 2d at 1097 ("Although it may seem premature to address Amazon's
DMCA defense before first determining whether Amazon has violated Corbis's copyrights...,
such an approach makes sense under the circumstances.").
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